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1 O6uue MoJI0KeHH T

Pa6ouast mporpamMma i HOHI OLEHOIHBIX CPE/ICTB THCIHIIIH

pacnpeeIeHHBIX HHCbOpMaU.HOHHLIX CHCTEM» C

(eaeparbHOro roCyIapCTBEHHOIO oGpazoBarelib
MuHnucTepeTBa 00pa30BaHus U HAYKH Poccuiicko
HOBHO# MpOGhECCHOHANIbHOH 006pa3soBaTEIbHOM  TPOIPAMMEL ITOITOTOBKH
IACHOCTH PACHpe/eIeHHBIX HH(YOPMALMORHBIX CHCTEM) TI0 crienyanb-
6e30I1aCHOCTH ABTOMATH3HPOBAHHBIX CHCTEM".

pH(OpMAIIMOHHOH 0€30
moctu 10.05.03 "MudopMmannoHHasL

HEI «AHAJIA3 3aMIHIICHHOCTH

OCTaBJIEHBl B COOTBETCTBHH C TpCﬁOBaHl’IﬂMH

HOrO CTaHjapTa, YTBEPHKIEHHOTO MIPHKA3OM
it Geneparuu Ne 1509 ot 01.12.2016, u oc-

«O0ecnieuenne

3anauu O3HAKOMUTE CTY/IEHTOB C 3apyOeKHOH K OTeyecTBEHHON HOPMATHBHON K 1\@

Ly Tojureckoli 6a30f 0 MPOBEJCHUIO AHAIM3A 3AIIHINCHHOCTH PacTpeneseH-
HbIX HH(OPMALHOHHEIX CHCTeM. PaccMOTpeTs HanGosee JacTo BCTPEHAtoN-
ecsl YA3BHMOCTH B COOTBETCTBHUH C OWASP Top 10.

OcHoBHBIE HopMaTHBHbIC H METOJHIECKHE OKYMEHTI. DKCIEpTH3a JIOKYMEHTOB U aHa-

Eﬁi?rﬁ; ;3‘“’1 JIH3 3AIMIIEHHOCTH MH(OPMAITHOHHO CHCTEMBL.. AHAIIH3 3AMMIICHHOCTH IO
OWASP Top 10

2 IlepeueHb MIAHUPYEMBIX Pe3yaLTATOB 00ydeHHs 110 JUCHUIIHHE (mMoay:10),

COOTHECEHHDBIX ¢ INIAHUPY¢€

IIpormecc

M3YUYCHHS
AH(OPMAIMOHHBIX CHCTEM) HATPAaBICH Ha dhopm
percteau ¢ ®'OC BO 1 ocHOBHOH 00pa3oBaTeNbH

JOHUCIHUITTAHBL

«AHanu3

3aIIAIIEHHOCTH
MpOBAHUE CIEAYIOLIHX KOMIIETEHIUH B COOT-
ot iporpammoii (tabmuna 1):

MBIMH Pe3yJIbTATAME 06pa30BaTEIbLHON IPOrpaMMbl

pacrpe/ieTeHHbIX

Ta6muua 1 — KoMIeTeHIin 1 IIaHupyeMbIe pe3y IbTaThl 00y4eHHs 110 IUCIIHTITUHE

Kon 1 HauMeHOBaHHE
KOMIIETEHITHH

TlnaHApyeMbIe pe3y/IbTaThl 00YYCHHU O MUCIIHILIHHE

Ilepeyens 3HaHUi

TepedyeHb yMEHHE

ITepedyeHs HABBIKOB

[Tpodeccu

OHAJIBHBIC

crmoco0HOCTBIO  TIPO-
BOJHTH aHaIM3 3a-
NIMIIEHHOCTH ~ aBTO-
MAaTH3UPOBAHHBIX CH-
crem (TIK-3)

31(TIK-3-2) 3HaTh OC-
HOBHBIE TOJXOJBI K
[IPOBEICHHIO AHAIHM3a

3aIUIIECHHOCTH aB-
TOMATU3HPOBAHHBIX
CHCTEM

V1(IIK-3-2) cTpOuTh
1aH IPOBEIACHHS
aHauH3a CHCTEMBI
3aIIUTEl aBTOMATH3H-
pOBaHHBIX CHCTEM

HI1(IIK-3-2) mpose-
[eHWs aHAIM3a 3a-
[MANOIEHHOCTH ~ aBTO-
MATH3APOBAHHBIX CH-
cTeM

C10COOHOCTBIO BbI-
TIOJIHSITE TTOJTHBIA
o6beM paloT, CBi-
3aHHBIX ¢ pealn3alli-
el YaCTHBIX TIOJHUTHK
pHpOpMALIIOHHON
©€30I1aCHOCTH aBTO-
MaTH3MpPOBaHHOM CH-
CTEMBI, OCYILECTB-
JSTh MOHUTOPHHT H
ayuT 0e3011acHOCTH
aBTOMATH3HPOBAHHOM

31(TIK-27-4)  oCHOB-
HBIE OTEYECTBEHHBIC
u 3apyOeKHpIe HOp-
MaTHBHBEIE H METOJH-

YEeCKHe JOKYMEHTBI
o AaHaju3y 3allu-
LIEHHOCTH

VI1(IIK-27-4) 1poBo-
JIATH DKCIIEPTH3Y MO-
KyMEHTAlluH Ha HH-
(GopMarMOHHYIO  CH-
cTeMy

HI1(TIK-27-4) mpoBo-
IuTH aymuT Oesomac-
HOCTH pacIpeseNeH-
HeIXx  HWH(DOpMAaLEOH-
HBIX CHCTEM




\Ecremm (TIK-27) 4\

3 MecTo THCHMILIHABI (MOTYJIsl) B CTPYKTYpe o6pasoBaTe/IbHOIl IPOrpaMMel

JlucrurumHa(MOJTyJIb) «AHAIA3 3AMMUIIEHHOCTH PACTIPEICIICHHBIX UHGOPMALHOHHEIX
crcTeMy M3ydaetcs Ha 5 Kypce B 10 cemectpe.

JIMCUUIIIHHA ABJISETCA 6a30B0i TUCIUIUIMHOM, BXOIUT B COCTaB Groxa 1 «JIuCIHIIIIHBI
(MOZyYJTH)» M OTHOCHTCS K 6a30BOH YaCTH.

JInst OCBOCHHS MACITHILIMHEL HeoBXOIUMb] 3HAHUS, YMEHHS, HABBIKH 1 (1K) OIBIT TIPAK-
THUECKOH NeATeIbHOCTH, cHOPMUPOBAHHBIC B HPOIECCE W3ydeHHs JMCIUILTAH / TPAKTHK:
«AnmapaTthl B CPeICTBa IIEPEXBaTa nadopmariny, «be3onacHoCTs CHCTEM 0a3 maHHBIXY, «bes-
onacHoCTh ceTeit OBM».

3HaHus, YMEHUA H HaBBIKH, CQHOPMUPOBAHHBIC IIPH H3ydeHNH JMCIHAILTMHB «AHAIH3
3AIAIICHHOCTH PACTIPEAeICHHBIX HH(OPMALMOHHBIX CHCTCMY, GymyT BocTpeOOBaHEI IPH K3y~
YeHHH MOCIEIYIOIHX JUCIUIITHH BBIIOTHCHH BBINYCKHOM KBaTH(QHKAHOHHOH paboThl.

JIHCTIMILTHHA «AHAJA3 3aMIHIICHHOCTH pacrpe/ieNieHHbIX UHPOPMAIMOHHBIX CHCTEM” B
paMKax BOCIHTATENIbHOH paBoThl HanpaBiecHa Ha PA3sBUTHC TBOPYECTBA, TPO(ECCHOHATBHEIX
yMenruii, OTBETCTBEHHOCTH 32 BBIIOHEHHE yueOHO-IIPOM3BOCTBEHHBIX 3anaHui.

4 O0beM AHCHUILTHABL (MOXYJIS) B 3a4eTHBIX eAHHUIAX € yKA3aHHEM KOJINYCCTBA
aKATEMHYECKHX 9aC0B, BbI1eJEHHBIX Ha KOHTAKTHYIO paGory o0y4alouHxce ¢
npenogasareseM (10 BHAAM y4eGHBIX 3aHATHIT) H HA CAMOCTOATEILHYIO paboty
o0y4aromuxcs

O6uias TpyA0eMKOCTh (06beM) AUCIUIUIMHBL COCTABIIACT 4 3aqeTHbIE eJUHALE], 144
aKaJieMAIECKUX YacOB.

Pacnpeaenenne 00beMa JHCIHILIHHEL (MOXyJIsT) IO BHAAM Y4eOHBIX 3aHATHH
npeacTaBIeHo B TabIuIe 2.

TaGmna 2 — O6beM JMCIHILIHHB! (MO/LS) 110 BUAAM y4eGHEIX 3aHATAR

Bcero akaneMu-

00beM JHCHHILIHHBI
YyecKHX YacoB

O6mas TPYA0eMKOCTh THCLHIIHHEL 144

KoHTaKkTHas ayTHTOPHAA paGora odyqaromuxcs ¢ npenogasareieM (o

. 66
BHAAM y4eOHBIX 3aHsITHIL), BCero

B ToMm umce:

SansTHs JEKIHOHHOr0 THIA (JIEKIIMHA ¥ MHbIE Y4eOHbIE 3aHATHA, IPEAY-
CMATpHBAOLIHE TPEUMYIIECTBEHHYIO IEPE/ady yueOHO# HHpOPMALHHK IE- 33
JArOTHYECKAMH PaGOTHHKAMH)

3aHATHS| CEMHHAPCKOTO0 THIA (CCMHHAPHI, IPAKTUYECKHE 3aHATHL, Hpak-
THKYMBI, 1a00paTOpHbIe PabOTEI, KOTIIOKBHYMBI H {HBIE aHAJIOTHYHEIE 32~ 33
HSITHSA)

CamocTonTeabHAasi paboTa 00y4alOMHXCs H KOHTAKTHAR padoTa, BKIIIO-
YajoILas TPYTIOBbIE KOHCY/IbTAIMH, HH/UBHyTBHYIO paboty oOy4ato-

[EXCA ¢ IIPeNoIaBaTesIMu (B TOM HHCIIe HHAMBATY ILHBIC KOHCY/IbTAIAN); 73
B3auMoIeliCTBHE B AJEKTPOHHOM uH(pOpPMaITHOHHO-00pa30BaTeFHOM cpeae

By3a

[TpoMesKyTOUHas aTTecTanusl obyuaromuxcs — 3a4_c_on




5 Copep:kaHie AHCHHILIHHBI (mopyns),
¢ yKa3aHHeM OTBEIEHHOr0 Ha HUX KOJIHYECTBA aKaJeMHYeCKUX 9ac

yue0noii paboThI

Ta6nuia 3 — CTpyKTypa H COIEPIKAHHE IMCLUILTHHAL (MoyLs)

CTPYKTYPHPOBAHHOE 110 TEMaM (pazaenam)
0B H BHIOB

-

HammMeHOBaHHE Pa3/IeIoB, TEM H COJIepiKa-
HUe MaTepualia

Bue! yaeGHOI paboThI, BKIHOYAsL CcaMOCTOATENb-
HyI0 paboTy 00y4aroIMXCs H TPyA0EMKOCTE (B

yacax)

KonTakraas pabora
TpenojaBaTels ¢ 00yJaloIMMHC

Jlexupu | CeMHHApCKHE
(mpaxkTHYECKHE
3AHATHS)

JTaGopaTopHbIe
3aHATHSA

CpC

HopmaTHBHBIE H METOAHYECKHE OKY-
MEHTBI.

Onpexeene TOHATHA 3alMIICHHOCTH AC.
PJ1 I'ocrexxomuccnu Poccun

MeToauKa MOCTPOEHHS IJIaHa aHaIH3a 3a-
MAIIEHHOCTH

ISO 15408: Common Criteria for Infor-
mation Technology Security. EvaluationISO
17799: Code of Practice for Information Se-
curity Management

MeToUKa IpOBEJSHHsS aHAIH3a 3allHIICH-
HOCTH

JKcnepTH3a JOKYMEHTOB H AHAJIH3 32~
mumenHocTH HHGOPMANHONHO cHCTe-
MBI,

DKcrepTu3a JOKYMEHTOB IOJTHTAKH HH-
(opmaruoHHoii Ge30MacHOCTH Ha COOTBET-
crBHe TPeOOBAHHAM (QeIePaTbHOrO 3aK0HO-
JIaTeIbCTBA M [10JIHOMOYHBIX OPraHOB HC-
HONHATENBHOI BiacT PO

DKcrepu3a JOKyMEHTOB IOJIMTHKH uHbOp-
MALMOHHO# 6€30TaCHOCTH, PErTaMEHTHPY -
fouux TpeGoBaHus, IIOPSI0K K IpaBHiIa
IPUMEHCHHS MEp ¥ CPEZICTB SALIUTDI HH-
dopmaruiz, 0GecneYHBAIONIKX 3alHTy OT
aKTyalIbHBIX yrpo3 6e301acHOCTH (B coor-
BETCTBHE C MOJIE/IBIO YTPO3 M HAPYIIHTEI).
DKcnepu3y AOKYMEHTOB HONUTAKY undop-
MalHOHHOH 6€30MacHOCTH, PErIaMeHTHPY-
formx TpeGOBaHMs, IOPSIOK ¥ PaBUIa
IIPUMEHCHHS MEp ¥ CPE/ICTB 3alllUThl HH-
dopmany, obecredHBaIOIINX 3AUTY 0T




Buzs! yue6HO# paboTsl, BKIKOYAL CcaMOCTOSATENb=

Hyi0 paboTy 00Y4aIONIHXCs i TPYAOEMKOCTR (B
yacax)
HaumMeHOBaHHE pa3leloB, TeM H COJACpxKa- KonrakTHas pabora
HHEe MaTepyraia npenoaBaTens ¢ 00y4alomAMUCH
JTlexmau | Cemumapckue | JlabopaTopHbIe CPC
(mpaKTHYECKHE 3aHATHA
3aHATHSA)
aKTyalbHBIX YTPO3 5E30IacHOCTH (B coot-

BETCTBHH C MOJIEJBIO YTPO3 H HAPYIIHTEILs).
Anaiu3 3alMIIeHHOCTH uH(pOpMALHOHHOH
CHCTEMBI

Ananms samumensocta o OWASP Top 10
Komnnemniuu Be6-caifToB, MHbEKIMH, Banom
ayTeHTH(HKAIMHA 1 CEAHCa, YTeuka BaXKHBIX
nannbix, Bremane XML 00BexTsl, Hapy-
[LIEHHE KOHTPOJIA JOCTyIa

He6esomachas Konduryparus, MexcaiTo-
peiit ckpunTrET (XSS), Hebesonacnas ae- 25 25 70
cepuamizais, Mcrnonb30BaHHe KOMIIOHCH-
TOB C H3BECTHBIMH yHSBHMOCTHMH, OTCYT-
CTBHE JKYPHAIMPOBAHHA U MOHHTOPHHIA.
Be3onacHoCTh IPHIIOKEHHH 32 Npe/ieiaMu
OWASP Top 10. Mcronb30Banie peBepe
TpokcH Ha npumepe owasp ZAP.

HATOro
o THCHHIIHHE

33 33 78

6 BreayUTOPHAS CAMOCTOSITEbHAS PadoTa o6yuaromuxest 1o AHCHHILIHHE
(moayJ10)

Tlpu nnaHupOBaHKUH CaMOCTOSTETbHON paboThl CTYJEHTY PEKOMEHIyeTCS PYKOBOI-
CTBOBATHCS CJIEAYIOMIMM pacTpeie/IeHHeM TacoB Ha camocTosTeNbHYI0 pabory (Tabmuua 4):

Ta6nuua 4 — PekoMeHyeMoe pacipesIe/ICHIE 9acob Ha CaMOCTOATENBHYIO PadoTy

KoMIOHEHTHI caMOCTOATEIbHOI PaloThI KoJim4ecTBO 4acoB
M3y4eHne TeOpETUYECKHX Pas3ienon JMCLATITHHE] 4
[T0AroTOBKA K 3aHATHAM CEMUHAPCKOrO THIIA 4
[MoaroToBKa ¥ 0(pOopMIICHUE PI'P 35
Ioaroroska i opopmiaenue KoHrp. 35
Beero 78

7 OueHo4HbIe CPEACTBA IS IPOBEJCHHUSI TEKYIIETO KOHTPOJIst
H NPOMEKYTOIHOI aTTECTAHH 00y4a0IHXCH 110 JHCHHIINHE (Moayio)

@OHT OIEHOYHBIX CPEJICTB JUIS TIPOBENEHHS TEKYIIETO KOHTPOIIA yCIIeBaeMOCTH K IIPO-
MEXKYTOUHOM aTTeCTalli [PEACTABICH B [punoxennn 1.




[ToyHbI KOMILIEKT KOHTPOIBHBIX 3aJaHAi MM MHBIX MATCpHAIOB, HeOOXOUMBIX JUIs
OIEHHUBAHHS Pe3yJITATOB 00yYeHHUs MO JHMCUHINIHHE (MOZIYJIO), IPAKTHKE XPAHHTCHA Ha Ka-
denpe-pa3paboTdmKe B OyMaXHOM W SNECKTPOHHOM BAIC. B msToM ceMecTpe IPOBEICHHE Te-
KYIIEro ¥ MPOMEKYTOYHOIro KOHTPOJIS OCYLIECTBIAETCH C HCIIOJIb30BAHUEM 3JIEMEHTOB [H-
CTAHIMOHHOTO 00Y4eHH — KYPC KAHAIN3 3alIMIIEHHOCTH pacipee/eHbX HHPOPMAIHOH-
meIx cuctemy Ha nopraie JIO KHAT'Y.

8 Vuefmo-Meroamdeckoe H HHpopManuonHoe obecrmevenme  AHCIUILTHHBI
(MoTyJIs1)

8.1 OcHoBHasi THTEpPAaTYpa

1. KommbioTepHble ceTH: YueOHoe mocobue [Dnextponnsii pecype)/ Kysnn A.B., Ky3zun
IILA. - 3-e m3n., mepepab. u jom. - 2015. - 192 c.: // ZNANIUM.COM: 3meKTpOHHO-
GubmuoTeuHas cHcrema. - PexuM JIocTyIa: http://znanium.com/catalog/product/536468,
OrpaHHYEHHEIH, 3aril. ¢ 9KpaHa.

2. CeTH CBS3M ¥ CHCTEMbI KOMMyTaluy: YdueGHOe rocobue [@nexTpounsii pecype]/ [a-
punos A.B., Ponnyrus C.B., Meapuuk B.A. 2015. - 178 c.// ZNANIUM.COM: 25exTpoHHO-
OGUOIHOTEeYHAs cucTeMa - PexuM TOCTyIa: http://znanium.com/catalog/product/923309, orpa-
HHYEHHBIH, 3ar1. ¢ 9KpaHa.

3. KommsioTepHsle cetu: YueGHOe nocobue [Pnextponusii pecype]/ H.B. Makcumos,
LY. TTonos. - 3-e 3., ucmp. u gom. 2008. - 448 c.: mi; / ZNANIUM.COM: 3IeKTpOHHO-
GubmroTedHas cucTeMa - Pexum moctymna: http://znanium.com/catalog/product/ 163728, orpa-
HHUYEHHBIN, 3aril. ¢ 9KpaHa.

JlomoauuTeIbHAS JIHTEPATYPa

1. Tpemtes WL.A., Koxxur H.A. DMyIATOPSL K CHMYJIATOPDI ceteit DBM : [l CTYICHTOB
TeXHHYecKHX crenuanpHocTed / M3marenbckue pemenus, 2020. — 166 c. ISBN 978-5-4493-
9748-5

2. Tpemes ML.A., Bumpasiikan I.®., Baronuna A.C. TexHoI0THs CKaHHPOBAHHA Ha
Hanuure ya3BAMocTel / ViznareabCKue pemeHs, 2020. — 136 c. ISBN 978-5-4498-9961-3

3. Tpemes H.A. CeTH 1 TeIEKOMMYHUKAIUHN | Jlna crynentos / M3natenbekue peme-
s, 2020. — 140 ¢.ISBN 978-5-4493-9742-3

4. Tpemes W.A., I'puropees 51.10. [IpoekTipoBanye 1 3amura UH(OPMATIMOHHBIX CH-
crem / Mapatensekne pemrenus, 2020. — 86 c. ISBN 978-5-4498-9392-5

5. Tpemes U.A., Koxun VLA., BruipasdkuH I'.®. Be30macHOCTE ONEPAHOHHBIX CHCTEM
- Yacts 1. RAID, Bocctanoienne Qaitnos, metasploit / M3paTebekue peiieHus, 2020. — 160
c. ISBN 978-5-4498-9599-8 (. 1) ISBN 978-5-4498-9600-1

6. Tpemes M.A., Koxun . Be30MacHOCTh BBIYACIATENBHBIX ceTel : [[pakTHyeckue ac-
exts / Mamatensckue pemenns, 2020. — 126 c. ISBN 978-5-4498-9454-0

7. Tpemes W.A. AHamu3 3aUMIICHHOCTH PACTIPEICTCHHbIX uH(pOPMALUOHHBIX CHCTEM :
Jlonst CTYIeHTOB TEXHUYECKUX crieranpHocTel / M3aTebCKHe peleHus, 2020, — 102 c.
ISBN 978-5-4493-9419-4

8. Tpemes M.A., Koxun VLA, Buibasiikis .. AQMUHUCTPUPOBAHHE pacIpeeneH-
HBIX HHPOPMAIMOHHBIX ccTeM : YacTs 1. AIMUHICTPHPOBAHUE MH(QOPMAIMOHHEIX CHCTEM /
Wsnatensckue pemenus, 2020, — 170 ¢. ISBN 078-5-4498-9912-5 (1. 1) ISBN 978-5-4498-
9913-2

9. Tpemes H.A., Batonuna A.C., Cepukos B.A. TexHHUKA U TEXHOJIOTHS aTaK 3710 yMBIII-
JIEHHHKOB B paclpeieleHHbIX HHPOPMAlHOHHbIX CHCTEMAX. Yacts 1 PexorHaciupoBKa, Hada-



1a atax. / Usnarensckue pemenns, 2021. — 160 c. ISBN 978-5-0055-1061-7 (. 1) ISBN 978-
5-0055-1062-4

10. Tpemes U.A., Ilpokogses C.B. AIMHHECTPHPOBAHHE pacIpenelieHHbIX HHOpMa-
LEOHHBIX cucTeM. YacTh 2 TeXHOTOTHY HH(GOPMAIHOHHBIX CHCTEM. / VI3naTenbCKue PEICHHS,
7021. — 228 c. ISBN 978-5-0055-0683-2 (. 2) ISBN 978-5-4498-9913-2

11. Tpemes U.A., TIpoxodses C.B. besonacHoCTb OnepanioHbX cucrem. YacTs 2
OnepanuoHHbIE CHCTEMBI, YA3BAMOCTH. / Wsparensckue pemerns, 2021. — 262 c. ISBN 978-
5-0055-0940-6 (1. 2) ISBN 978-5-4498-9600-1

8.2 Meroau4uecKkue yKazanus AJIs CTYAEHTOB IO 0CBOCHHIO JHCHUIIAHBI

OGyuerue IMCUHILIHHE KAHAIM3 3aIHIEHHOCTH pacipe/IeeHHbIX UHPOPMATIHOHHBIX
CcHCTeM» IPE/ITONAraeT H3yYeHHe Kypca Ha ay/IHTOPHBIX 3aHATHAX 1 B XOIC CaMOCTOSATETBbHOM
paboThl. AYTHTOPHbIE 3aHATHA MPOBOAATCA B dopme nexnuii u JaOOPAaTOPHBIX sanaTHil. Tak
Jke MCTIONB3YIOTCS DIEMEHTHI CMEMIAHHOrO 00yYeHus — MPHBJICKAIOTCA JIMCTAHI[IOHHBIE TEX-
ponorun (nopran [0 KuAT'Y).

Ta6muia 7 MeToTHYECKHE YKA3aHHs K OT/ICTIBHBIM BUIaM ACATEIEHOCTH

Bux ygebno- Opraap3anys JeaTeIlbHOCTH CTYACHTA
r0 3aHATHS
Jlexuus Hamucanue KOHCIEKTa JIEKLHii: KpaTKo, CXeMaTH4Ho, [ocie-

TOBATEIbHO (PMKCHPOBATH OCHOBHBIC IOTOMKEHHS. BelgensaTh Kiroue-
Bbie ci10Ba, OPMYJIbl, OTMEUATh HA MOMAX YTOUHSIOUIE BOIPOCH MO
TeMe 3aHATUSA

JlaGopaTop- PafoTa ¢ aBTOMATH3HPOBAHHBIMU Pab0YAMH MECTaMH.
HBIE 3aHsTHE

Camocros- Jns Gosnee riyOOKOTO W3YYCHHS PA3/ENoB JHCIHMILIAHDL
TenpHas pabora IPEeayCMOTPEHB! OT/EbHEIC BH/IBI caMOCTOATENBHON PabOThI: MOA-

FOTOBKa K J1a0OPaTOPHBIM 3aHATHAM, H3yYeHHE TEOPETHUCCKUX pas-
JIeJIOB IMCLMIUIMHBI, ITOJIrOTOBKA PI'P, noaroroska KoHTpONbHOH
paboThl.

CamocTosTenbHas pabora sBisercs Hauboiee IpOYKTUBHOM (HOPMOH 06pa3oBaTeIb-
HOl ¥ MO3HABATENBHOM [EATENLHOCTH CTYJEHTA B TEPHO] OOYHeHHUs. CPC wuampaBieHa Ha
yriy6enue  3aKpeIuieHue 3HaHUMH CTYIEHTa, pasBUTHE npakruyeckux ymenuit, CPC mo amc-
HUIUTHE «AHAIM3 3alUIIEHHOCTH PACIPENCICHHBIX MH(MOPMALMOHHBIX CHCTEM» BKIIOYAET
clIeyroImue BB paboT:

— paBoTy ¢ JIEKIMOHHLIM MATePHAJIOM, IOHCK X 0630p TUTEPATYPHI ¥ SJIEKTPOHHBIX HC-
TOYHHMKOB HH(OPMALHH IO HHIMBH/YaIbHOMY 38/aHHIO;

— OMEpEKAIOLIYIO CAMOCTOATENBHYIO PaboTy;

— W3yYEHHE TeM, BHIHECEHHBIX Ha CaMOCTOATCIBHYIO IpopaboTKYy;

— [IOATOTOBKY K MPAKTHYECKHM 3aHATHAM;

_ pemmonuenue # opopmiaenre PI'P, KOHTPOIBHOMR paboTEL

KOHTpONb CaMOCTOSTeIbHON PAbOTEl CTY/IEHTOB M KA9€CTBO OCBOGHHS THCIMILIHHBL
OCYIIECTBIISIETCA IOCPES/ICTBOM:

— Npe/ICTABJICHKS B yKa3aHHbIE KOHTPOJIbHBIE CPOKH PE3yIbTATOB BBIIIOJIHEHHS 3aJaHHH
JUISL TEKYIIETO KOHTPOJIS;

_ BBIIONHeHHs ¥ 3amuTsl PI'P, KOHTPOIbHOM paboTsl;

PacuerHo-rpaduueckie paboTh! TOJKHBI 6bITh 0QOPMIICHBI B COOTBETCTBHH C Tpebo-
BAHMAMH BHYTPEHHHX HOPMATHBHBIX JOKYMEHTOB ®I'BOY BO KrATI'Y.

8.3 Cospemennbie mnpogeccuoHaIbHbIC 6a3zpl JAHHBLIX W HHpOpMANHOHHbIC



CrpaBOvHbIC cHCTEeMbI, HCIO0JIb3yeMble NpH ocymecTB/IeHHH oﬁpasonarenbﬂoro
npouecca mno JAUMCIHIIHHE

1. DnexTpoHHO-OMONMOTEYHAS CUCTEMA ZNANIUM.COM - http://www. znanium.com.
2. Koncynpranr+

8.4 Ilepeuens  pecypcoB uH(OPMALHMOHHO-TeIeKOMMYHHKAUMOKHOH  ceTH
«HTepHeTY», He00X0UMBIX /ISl 0CBOCHHS A CIHIITHHEL (mMoxys)

1. Hayunas snextponnas ouGnnorexa Elibrary http://elibrary.ru.

C IeBIO OBbIILEHHs KAUeCTBa BeICHHs 05pa30BaTE/IbHOH ASITENEHOCTH B YHABCD-
CHTeTe CO3/aHa YIeKTPOHHAs HH(OPMAIHOHHO-00pa3oBaTeb AL CPE/a. Ona nojpasy-
MEBaeT OpraHH3aIliio B3auMOJCHCTBUS MEXIY 06y4alOMUMHUCS ¥ MPETIOAABATEISIMH He-
pe3 CHCTeMY THIHBIX KaGUHETOB CTY/IEHTOB, PACIIOIOKEHHbIX Ha o(uUHATbHOM CaiiTe
YHHBEPCHTETA B HH(OPMALOHHO-TEIEKOMMYHHKALIMOHHOH CETH «MuTepHeT» IO ajipe-
cy https://student.knastu.ru, Co3naHnas HH(OPMALHOHHO-00pasoBatebHas cpe/ia mos-
BOJISIET OCYIIECTBIIATD B3aMMOJIEHCTBHE MEXLY yHaCTHHKAMHU 00pa30BaTeNLHOTO MPO-
[iecca TTOCPE/ICTBOM OpraHu3al|H JMCTAHIHOHHOTO KOHCYIBTHPOBAHMUA IO BOIIpOCaM
BHINIOTHEHHS IPAKTHIECKUX 3aaHui. Marepuarsl 1aHHOTO Kypca (10 cemecTp) BBLIO-
scers! Ha TopTai JJO KEAL'Y u opranusanmst B3aMMO/ICHCTBHA B paMKax JaHHOH JHUCIH-
TUTMEBI TIPOBOJMTCS C TIPHUBJICYCHHEM JIMCTAHIIHOHHRIX TEXHOJIOTHH.

8.5 JIHneH3HOHHOE MPorpaMMHoe obecneuenne, HCnoIb3yeMoe pH
ocymecTBICHHE 00pa30BaTeILHOr0 npowecca o AECHUNIHHE

Ta6mmna 5 — [TepeueHb UCTIO0IE3YEMOro MporpaMMHoro o0ecreyeHus

Haumenosanue [10 PexBU3UTEL

Microsoft® Windows

Jlunensuonnslii ceprudukar Ne 46243844 ot 09.12.2009

Professional 7 Russian

Open Office niuu ananor

CB060JHO-PACIPOCTPAHIEMOE

OmnepanuoHHas cucTeMa Kali
Linux mim agayor coJaepikKa-
mast HeoOXOIUMBIE MOTYTH
JUIS AaHAJINM34a 3aIIUIIEHHOCTH

CB060IHO-PACTIPOCTPAHIEMOE

OnepallMoHHas CUCTEMA
Ubuntu wy agajior

CB060IHO-PACIIPOCTPAHAEMOE

T'umepsuzop Virtual Box wmm
aHAJIOr

CB0601HO-PACIPOCTPAHIEMOE

OGo3pesates Google Chrome
WK aHAJIOT

CB0OOIHO-PaCIPOCTPAHAEMOC

BupryalbHble MALIHHbI CO-
[JIACHO MEPEYHIO 13 (POHIIOB
OIEHOYHBIX CPEJICTB IS JIUC-
[UILTHHBL

CB0OOIHO-PacIPOCTPAHAEMOE

[ I N

9 OpraHu3anuoHHO-IEIArOrnIeCKue yesaoBust

Opranu3anys 00pa3oBaTenbHo
nHcanHeM YUeOHBIX 3aHATHH. SI3BIK O
ayIMTOPHBIX 3AHATHH aKaJeMIYeCKulii qac yCTaHaB/IMBaCTC

IO TIPOLEcca PErNIAMEHTHPYETCA yueOHBIM TIIAHOM H pac-
GyueHus (MpEmoJaBaHMs) — pycckuit. [l BCEX BUIOB
s IPOTODKHTEILHOCTBIO 45 MHHYT.



[Ipu bopmMHPOBAHHUH CBOeH WHIMBHLYaTbHON 06pazoBaTeNbHOI TPaCKTOPHH o0yuaro-
[aiics AMeeT TPaBo Ha Tiepe3ayeT COOTBETCIBYIOMMX JHCHAIIAE ¥ TPoecCHOHAIBHBIX MOY=
Jieif, OCBOEHHBIX B MPOLECCE MPEIIECTBYIOWIETO 06y4eH s, KOTOPBIA ocBoboXkIaeT o0ydJarome-
rocst 0T HeoGXOTHMOCTH HX OBTOPHOIO OCBOCHHUA.

9.1 OGpasoBaTe/IbHbIe TEXHOJIOTHH

VwueGHBIH IPOTEce IIPH MperoiaBaHii Kypea OCHOBBIBAeTCSI Ha UCIIOJIb30BAHUH Tpadn-
LOHHBIX, HHHOBAIMOHHBIX H nH(OPMALIHOHHBIX 00pa3oBaTeNbHBIX rexnaostoruit. TpaguunoH-
Hple 0BpasoBaTe/lbHbIe TEXHOIOIMHA TpeacTaBIeHbl JIEKIUAMA 1 CeMHHApCKUMHU (PaKTHIECKH-
M) 3aHATASMHA. MHHOBAIMOHHEIC 06pazoBaTeIbHbIC TEXHOIOTHH HCIIONB3YIOTCS B BUZIE IIHPO-
KOTO IPAMEHEHHS aKTHBHBIX 1 MHTCPaKTHBHBIX (opm TIpOBEICHNA sausTiil. VIHGOpMAIMOHHEIE
006pa3oBaTelIbHbIE TEXHONOTHH PeaTi3yloTCi nyTeM aKTHBH3AUHH €aMOCTOSTENLHON PabOTHL
CTYJIEHTOB B HHG}OPMATTHOHHON 06pazoBaTeNbHOM CPEE.

9.2 3apATUA JEKINOHHOI0 THIA

JIeKIHOHHBIA KYpC Mpeirnonaract CHCTEMATH3MPOBAHHOE H3II0XKEHHE OCHOBHBIX BOIIPO-
coB yucOHOrO MyaHa.

Ha mepBoii JeKIHH JIEKTOP 00A3aH NPy IpeHTh CTY/IGHTOB, IPUMEHHUTEIEHO K KaKOMY
GazoBomy yueOHHKY (yaeOHHKAM, yaeGHBIM TOCOOHSIM) GyzeT mpovrTaH Kypc.

JIeKITMOHHBIA KypC JOJDKEH JaBaTh HauGobIII 00beM HHpOPMAIMH K 00ecTieynBaTh
Gonee TIyGOKOE OHMMAHHE YUeOHBIX BOIPOCOB IPH JHAYUTE/ILHO MEHBIIEeH 3aTpaTe BPEMCHH,
yeM 3T0 TpeOyeTest GONBIIMHCTBY CTYACHTOB Ha caMOCTOATeNbHOE H3YUeHne MaTepHrala.

9.3 3aHATHA CEMHHAPCKOr0 THIIA

CeMHHAPCKHE 3aHATHS TPEICTABITIOT coB0ii IeTATH3AITHIO JIEKIIMOHHOTO TEOPETHIECKO=
T'0 MaTepuaa, IPOBOJIATCS B LEJIAX 3AKPEILTCHITE Kypca M OXBaThIBAIOT BCE OCHOBHBIC PA3/ICIIEL.

OcHOBHO# (hOPMOH MPOBENEHNs CEMUHAPOB ABACTCA obcyxenue Haubonee Ipodem-
HBIX ¥ CJIOXCHBIX BOIIPOCOB IIO OT/EJIBHBIM TEMaM, a TAloKe paszGop HmpHMEpoB curyarHui B
ayMTOPHBIX yCJOBHsX. B 0GS3aHHOCTE IIPENoJIaBaTeis BXOJIAT: OKasaHie METOIHIECKOd To-
MOIIH ¥ KOHCYJIbTHPOBaHHUE CTYICHTOB 11O COOTBETCTBYIOIIUM TEMaM Kypca.

AKTHEHOCTD HA CEMHHAPCKHX 3aHATHAX OLEHNBACICA 110 CIIEIYIOIIAM KPUTEPHAM:

. OTBETHI HA BOIIPOCHI, IPSTAracMbI¢ IIPETIOIABATEIIEM,

- y4acTHe B IUCKYCCHAX;

. BHLITONHEHNE IPOSKTHBIX H HHBIX 3a/IaHuH;

. ACCHCTHPOBAHKE IIPETIOZIABATENNO B [IPOBEACHAN 3aHATHI.

OTBeT JOIUKeH GLITh APryMEHTUPOBAHHBIM, PA3BEPHYTHIM, HE OJTHOCJIOJKHBIM, COJIEPIKATH
CCHUIKM Ha HCTOYHUKH.

Jloxazsl H ONMOHKPOBAHME JOKIANOB TMIPOBEPSIOT CTENCHDb BJIAJCHHA TEOPETHYECKAM
MAaTepHATOM, a TAKKE KOPPEKTHOCTb i CTPOrocTh paccyxIeHu.

OuenuBanue 3a]anuii, BEITOIHEHHBIX HA CEMHHAPCKOM 3aHATHH, BXOJUT B HAKOMICH-
HYIO OLIEHKY.

9.4 CamocTosiTeJIbHAS padoTa 00y4al0muXcs no JHCHHIIHHE (MOAYJII0)

CamocTosiTelbHas paboTa CTYIEHTOB — 3TO TPOLECE AKTHBHOTO, IeNeHANPaBICHHOrO
npuoGpeTeHns CTYICHTOM HOBBIX sHaHui, yMeHuil Ge3 HemoCpe/ICTBEHHOro Yy acThi nperoya-
BATeNsl, XapaKTepPU3yIOmuUHCs IIpeIMETHOH HAIpPaBICHHOCTEIO, 5((eKTHBHBIM KOHTPOJIEM H
OIICHKOH Pe3yJIbTAaTOB JeATEIbHOCTH o0yuatomnierocs.

I1enu caMOCTOSATENbHON paGoTHI:

. CHCTEMaTH3all¥s U 3aKperUieH e TIOJTy eHHBIX TEOPeTHIECKHX 3HAHWHM ¥ MPAKTHICCKUX
yMEHHI CTyICHTOB;

- yryGrneHHe H PacIIMpPEHHE TEOPETHIECKHX 3HAHHH;

- opMupOBaHHE YMEHHH UCTIONB30BATH HOPMATHBHYIO U CIPaBOTHYIO JOKyMEHTaIHIO,
CIIeHATBHYIO JIUTEPATYPY;



- pa3BUTHE T03HABATEIBHBIX crocoBHOCTel, AKTUBHOCTH CTYIEHTOB, OTBETCTBCHHOCTH H
OpraHH30BaHHOCTH;

- (hOpPMHPOBAHHE CAMOCTOATENBHOCTH MBIIIICHAS, TBOPYECKOH HHAIMATHBEL CIocobHO-
cTeit K caMOpa3BUTHIO, CAMOCOBEPIICHCTBOBAHIO 1 caMopeaTH3aliH;

+ Pa3sBUTHE HCCIIE10BATEIbCKUX yMmeHuii H aKkaJeMIIeCKIX HABBIKOB.

CaMocTosTebHAs paboTa MOXKET OCYIECTBIATHCA HHIABHIYATbHO MM IPYNNaMH CTy-
JeHTOB B 3aBHCHMOCTH OT L€/, 00HEMA, YPOBHA CJIOMKHOCTH, KOHKPETHON TeMaTHKH.

TexHONOTHs OpraHU3aIul CAMOCTOSITETHHON PaGOTHI CTYJICHTOB BKJIIOYAET HCIOJIL30BA-
HHe MH(pOPMAIMOHHBIX H MaTePHATbHO-TEXHIECKAX pecypcoB YHHBEPCHTETA.

KouTponb pe3y/ibTaToB BHEAYIUTOPHOI CaMOCTOSATEIbHOM PaboTEl CTYACHTOB MOXET
MIPOXOIHTH B MNHCEMEHHOM, YCTHON UK CMeIIaHHoit GopMe.

CTyJIeHTBI JIOJDKHBI HOJXOAHTE K caMocTosTeTbHON paboTe Kak K HauBaKHEHIIEMY
CcpeacTBY 3aKpETUICHHUs ¥ PasBHTHA TEOPETHUECKHX 3HAHMH, BEIpabOTKE CIMHCTBA B3TILAZIOB HA
OTHe/bHBIE BOMPOCH Kypea, MPHOOpeTeH s ONPe/IeICHHbIX HABBIKOB M HCIIONB30BaHMs mpodec-
CHOHAJBHON JIATePaTyPBI.

B naHHOM IUCLHHINIMHE B paMKax CAMOCTOSTENHHOM PaboThl CTYAEHTBI BBITOJHSIOT OHY

pacyeTHO-rpaduIecKyio paboTy COCTOSAILYIO U3 JIBYX wacTeil ¥ KOHTPOJBHYIO PaboTy.
9.5 MeToauyeckne yKa3aHus JJst 06y qai0MIXCsl N0 OCBOCHHIO JHCHHITHHBI

TTpu H3Y4EHUH AHCITHILTUHEL 0GyJalonmmMMesl 11eNeco00pasHo BBIMONHATE ClIeyIOIIHE
peKOMeH IallUH:

1. Vi3yuenue yueOGHON TUCLIMIUTHEBL OJDKHO BECTHCR CHCTEMATHUECKH.

2. Tlocre M3ydeHHs Kakoro-Tdo pasjiena mo yueOHUKY MM KOHCTIEKTHBIM MaTepHasaM
PEKOMEH/IYeTCs TIO MaMATH BOCTIPOM3BECTH OCHOBHBIC TepMHHbI, OIIPE/IE/IeHNs, TIOHATHA pasyie-
a.

3. OcoBoe BHUMAHHE C/IEIyeT YACIUTb BBIIONHEHAIO OTIETOB 110 TIPAKTHIECKAM 3aHATU-
SM ¥ WH/IMBH/IyaBHBIM KOMIUICKCHBIM 3a(aHHAM Ha CaMOCTOATENBHYIO PaboTy.

4. Best TeMATHKA BOIPOCOB, H3YYaCMBIX CAMOCTOATENBHO, 3a/1acTCA Ha JIEKIHX TPEIo-
nasaTeneM. VM xKe NaioTest HCTOYHHKH (B mepByIO OYepe/ib BHOBD M3/AHHBIC B HepHOANIECcKON
HaydHol TUTepaType) /st G0Jee AETAIbHOTO [OHHMAHUS BOIIPOCOB, 03BYIEHHBIX Ha JICKIHH.

[Ipu caMOCTOATENbHOMH npopaGoTke Kypca 00ydaromuecs 10JuKHBL:

- IIPOCMATPHBATH OCHOBHBIE OTIPE/ICIICHI 1 (haxTh;

- [IOBTOPHTh 3aKOHCIIEKTHPOBAHHBIH HA JICKIIHOHHOM 3aHATHH Mareprai U IOTOJIHHTh
€ro ¢ y4eToM PeKOMeH/I0BaHHOM 110 TAHHOM TeMe JIHTEPaTyPBl;

- M3Y4HTh PEKOMEHJIOBAHHYIO JIATEPATYPY, COCTABILITE TEe3MCH], AHHOTALUY ¥ KOHCIIEKTHI
naubosee Ba)KHBIX MOMEHTOB;

. CAMOCTOSTETHHO BHIIONHATE 3a/IaHHs, AHAIOTHYHBIC IPE/IaracMbIM Ha 3aHATHAX;

. HCIOTB30BATh U CAMOIIPOBEPKH MaTepuanbl pOHIA OUEHOTHBIX CPEACTB.

1. MeToan4ecKne YKa3aHus NPH paboTe HAJl KOHCHEKTOM JIEKIHH

B xojie TeKIUOHHBIX 3aHATHH HEOOXOAMMO BECTH KOHCTeKTHpOBaHue yueGHOro MaTepuana. 06-
paiath BHUIMAHKE Ha KaTCropyH, (hOpMYTUPOBKH, PACKPbIBAIOWIHE COACPIKAHHE TEX HIIH HHBIX SIBIIEHHH
1 TIPOIECCOB, HaY4HBIe BBIBOJIBI M NPAKTHIECKHE PEKOMEH/ALIMH, TIOIOKHUTE/IbHBIH OTIBIT B OPATOPCKOM
uckyccTse. JKenaTenbHO OCTABUTL B paBounx KOHCIIEKTaX MO/, Ha KOTOPEIX JICNATh TMIOMETKH M3 PEKO-
MEH/IOBAHHOM JIMTEpaTypPBl, JOTOJHAIONIHNE MaTepHal MpOCITyIaHHOM JIEKLKH, 8 TAKKe MOIIepRUBAIO-
1iHe 0coBYIO BAXKHOCTh TeX HITH HHBIX TEOPETHIECKHX HOJIOJKeHHMit. 3a1aBaTh NPErnoaBaTe/o yTOuHA0-
LMe BOTIPOCHI € LIEIBIO YSCHEHHS TEOPETHHECKHX [10J109KEHHH, PA3peleH sl CTIOPHBIX CHTYaLUH.

2. Merogu4iecKkne YKa3aHHi 10 caMOCTOSITeJIbHOl padoTe HaJ H3yYaeMbIM MaTepHa-
JIOM M NpPH IIOATOTOBKE K J1a6opaTopHbIM 3AHATHAM

HaulHATb HAMO C U3YUEHHs PEKOMEH/I0BAHHOM JINTEpaTyphl. Heo6X0AUMO IOMHHTB, YTO Ha JIEK-
LK OGBIMHO PACCMATPUBAETCS HE BECH MATEPHAll, @ TOJBKO €ro HacT. OcTanpHas ero 4acTb BOCIOJIHA-
ercs B Ipouecce caMocCTOSITeNIbHOM paboThl. B CBA3K ¢ 3TUM pabota ¢ peKOMeHnOBaHHoﬁ nuTepaTypoi
ofssaTebHa. Ocoboe BHAMAHHE TIPH 9TOM HEOOXOIMMO 0GpaTHTh Ha CONEpIKaHHe OCHOBHBIX MOJIOMKE-



il 1 BBIBOJIOB, OOBACHEHHE ABJEHHH 1 (aKTOB, YACHCHUE [IPAKTHYECKOrO MPHIIOKEHHS paceMaTpHBac-
MBIX TEOPETHUECKHX BOTPOCOB. B mpotecce 5T0ji paGoTE! HEOGXOAMUMO CTPEMHTBCS TOHATD 1 3aIIOMHHTD
OCHOBHBIE TIOMIOYKEHHS PACCMATPHBAEMOrO MaTepHaia, MpUMEpEL, [LOSICHSAIOIIME €r0, A TaKKe pazodpaTh-
¢ B WLTIOCTpaTMBHOM MaTepuae. OQopMiIiTh OTHETHI CIICAYST PYKOBOZCTBYACH BHYTPCHHUMH HOPMa-
THBHBIMA HoKyMeHTaMH KHAT'Y.

3. MeToanyeckKne YKa3aHHs 0 BLINOJIHCHHIIO pacqe'nlo-rpaqm‘lecuoi‘l padoTsl

Teoperuueckas 4acTh pacueTHO-rpaguueckoil pabOTbI BHITOTHACTCI 110 YCTAHOBJIEHHBIM TeMaM €
HCTIO/b30BAHUEM MPAKTHYECKHX MaTepHalIoB. K kavioii TeMe pacueTHo-rpadhuyecKom paGoThl PEKOMEH-
JlyeTcs IPUMEpHBIH IIepeueHb y3/IOBbIX BOTPOCOB, CIMCOK HeoBXOMMMOi JuTepaTypsl. M3jaras BOTPOCH!
TeMBl, CJIEIYeT CTPOro MPUASPIKUBATECH TIaHa. PaGoTa He JOJDKHA PEACTABNATE TIepeckas OTASIbHBIX
rias yueGHUKa MM y4eGHOTO rocobus. HeoBX0MuMO H3T0KHTh COOCTBEHHDBIC cooGpakeHus o Cylle-
CTBY M3N1aracMbIX BONPOCOB, BHECTH CBOM nipeaioskenus. OSIHE MONOKEHHA IOJIKHET 6BITH MOJKpErJIe-
Hbl 1 MOACHEHbI KOHKPETHBIMU NPUMEPaMH. MsnaraeMpiii MaTepHail MpH HeoOXOAHMOCTH CIEyeT [po-
WITIOCTPHPOBATH TAGMLAMH, CXeMAMH, THArPAMMAMH.

10 Onmcanne MATEPHAIHLHO-TEXHHIECKOro obecmevenus, He0OX0UMOTO IS
ocymIeCTBJIEHHs 06Pa30BATEILHOrO MPONECC MO AUCHHNIHAE (MOXYJI0)

10.1 Yue6uo-1adopaTopHoe 00opyaoBaHHe

Ta6muia 6 — Ilepeyens 000pyA0BaHUA nabopaTopuu

Eynmopuﬂ HemisaBsEne oy 1apar Hcnosnp3zyemoe 060pyA0BaHHe B
(naGopaTopHH)
202/5 JlaGopaTopHsl  NPOrpaMMHO- C31 HCJL Secret Net, C3W1 HCJL Dallas Lock,
anmapaTHBIX CPEZCTB 3aIlHTEL 31 HCJ, Crpax NT, C31 HCJL Mur PX],
uadopMaLH 34 HCJI Aypa ,C31 HCJ| KpuntoH ,C31 HC[

Axxopn, ®HKC, Pesusop 1,2 kak JUIL omepanu-
OHHBIX cHucTeM cemedicTBa Windows Tak M JUId
Linux, Peuszop Cerr 2.0, AHanu3atop CETEBOro
Tpapduxa AcCTpa,ATeHT HHBEHTAPH3ALMH ~ CC-
Ti,CKkaHep ceTeBoH 0€301IaCHOCTH XSpider, Te-
poep, Secret Net Touch Memory Card, Kpurron
AMJI3, Axxopn AMI3, KpuntolIPO  APM,
,CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, HoytOyx ¢ Windows 7+1IpoeKTOp.
16 II19BM Ha 6aze IpOLECCOPOB HE HIKE Intel

L Pentium IV J

10.2 TexnuuecKHe H 3JIeKTPOHHbIE CPeICTBA 00y4eHHS

JleknnoHHBIE 3AHATHS

AyauTOpHH JUISL IEKIHOHHBIX 3aHATHH yKOMIUIEKTOBAHbI MEOEIBIO M TEXHUHIECKUMH CPea-
cTBaMK OOYYEHHsI, CTyKallMMK U TIPEACTaBICHI yueGHO HHpOpMAIHH GOJIBIIOH ayIuTO-
pun (HaboOphl JIEMOHCTPALMOHHOTO obopynoBanus (IIPOCKTOP, SKpaH, KOMIIBIOTEP/HOYTOYK),
yueGHO-HArJISTHBIE TOCO0HS, TEMATHICCKHE HIUIFOCTPALIHH).

JlaGopaTopHbIE 3aHATHS

Tl mabopaTOPHBIX 3aHATHH HCIOTB3YCTCA aymuropus Ne 202_, ocHallCHHAT obopyno-
BaHmeM, YKa3aHHbIM B Ta0I. 8:

CamocrosiTenbHas paboTa.



TloMeIenus i CaMoCTOATENbHOH paboThl OCHAIICHBI KOMIIBIOTEPHON TEXHHKOI ¢ BO3-
MOKHOCTBIO TIOJIK/IFOueH s K ceTd «MIHTepHeT» B AOCTYIOM K 5IeKTPOHHOM HH(pOPMAIHOHHO-
obpasosareibHol cpese KHATY:

- yuransusii 3a1 HTB KHAL'Y;

- koMmproTepHEIe Kiaccsl (aya. 311 kopyc Ne 5, aya. 205 kopmye Ne 5, aya. 313 xopmyc
Ne 5).

11 Unbie cBeIeHHs

MeToauyecKue peKOMeHIAlHH M0 oﬁyqemuo JIMIL ¢ OrpaHH4YeHHBIMH BO3MOKHO-
CTSMH 310POBbLSI H HHBAJIHAOB

OcBoeHHe JUCIMILTHHB! 00yJalONMHCS ¢ OrpaHHYeHHBIMHE BO3MOXKHOCTAMH 3/10POBRA
MOKET OBITh OPraHH30BAHO KAK COBMECTHO C APYIHMH 06YIAOIUMHCS, TaK H B OTIEIBHBIX
rpymnax. [Ipe/monaraioTes CrelHanbHble YCIOBHA JUT Oy TCHHIA 06pazoBaHus 00yIarOMMMH-
Cs1 ¢ OrpaHUYEHHBIMH BO3MOXKHOCTAMH 310pPOBbA.

TIpodeccopcKo-TeIaroru4ecKiii CoCTaB 3HAKOMUTCH € CHXOJIOr0-(H3HOJIOTHYECKUMH
0COBECHHOCTAMH OOYYATONIMXCS MHBATMAOB M JIMIL C OTpaHIYCHHBIMH BO3MOIKHOCTAMH 3/10pO-
Bbs, HHIUBHIYAIBHBIMA TIPOrpaMMaMu peaGuuTaluy HHBAIAIOB (IIPH panmaun). 1Ipn HeoO-
XOMMOCTH OCYINECTBJISETCS AONONHUTEbHAS MOANEPKKA MPEHOAABAHH: TBIOTOPAMH, IICHXO-
JIOTaMH, COUHANBHBIMH PaGOTHIKAMH, TIPOLIEAIHMH TO/IOTOBKY aCCHCTEHTAMH.

B COOTBETCTBUH ¢ METOJNYECKHMH PEKOMEHTAIHAMHI Muno6paaykn P@ (yTB. 8 ampens
2014 r. N AK-44/058H) B Kypce IperoiaracTca HCIojb30B8aTh COLIHAIBHO-aKTUBHEIE H pe-
(IekcUBHEIEC METO/IbI O0Y4CHHA, TEXHOIOTHH COLHOKYIGTYPHOH pealHIuTaluy ¢ NENbIo 0Kasa-
HHs TIOMOIH B YCTAHOBJICHUH ITOJTHOLEHHBIX MEKIIIHOCTHBIX OTHOIIEHHUH ¢ APYTHMH CTYJIEH-
TAMH, CO3TaHHH KOM(OPTHOTO MCHXOIOTHIECKOro KImMara B crynendeckoit rpymnue. [londop u
pa3paGoTKa y4eOHBIX MATePUaNoB MPOUSBOMATCS C yIETOM IpeIoCTaBIeHHs MaTepyaia B pas-
MHUHBIX (opMax: ay[HalbHOM, BH3yalbHOH, C MCIONE30BAHHEM CHelHaIbHbIX TEXHHYECKHX
cpencTB 1 HHGOPMAIMOHHBIX CHCTEM.

OcRoeHpe THCIMILIAHEE! uiamMu ¢ OB3 OCyImECTBISETCA C HCIONB30BAHHEM CPEICTB
06ygenns O0IIEro  CIELUATbHOTO HA3HATICHH (IePCOHANBHOrO M KOJIIEKTHBHOTO HCHIOTB30-
panmsT). MaTepHaIbHO-TEXHHUECKOE 00eCTeeHHe IpelyCMaTpiBact IPUCTIOCOOTIEHHE ayTUTO-
puit x Hyxam 1an ¢ OB3.

dopma MpOBE/ICHHs ATTECTAIMH UL CTY/ICHTOB-HHBATH/I0B yCTAHABIHBACTCS C yYETOM
WHIMBHIYAIBHBIX MICUXO(PU3HIECKUX ocobennocreit, s cryyentos ¢ OB3 mpenycMaTpuBact-
¢ focTymHas Gopma IPefoCTaBIeHUs 3a/[aHuil OLUCHOYHBIX CPE/ICTB, & HMEHHO!

"B meuarHOW MM OJEKTPOHHOH Qopme (WUIA ML ¢ HAPYWICHHAME  OIOPHO-
JIBUTATEJILHOTO AIlIapaTa);

. B TIeYaTHOM (opMe I HIEKTPOHHOH opMe ¢ yBEIHICHHBIM mpH(TOM H KOHTPacTHO-
CTBIO (JUTSL JIMIL C HAPYIIEHUSIMH CIIyXa, petH, 3pEHHUA);

. METOJIOM UTEHHS ACCHCTEHTOM 3aJaHusA BCIYX (I JIMIL € HApYIICHHUAMA 3peHus).

CTy/IeHTaM ¢ MHBAIMAHOCTHIO YBEIHYHBACTCA BPEMS HA TOATOTOBKY OTBETOB Ha KOH-
TPOJBHEIE BOMPOCHL. JIJis TAKAX CTYJCHTOB IPe/lyCMATPUBACTCHA gocTymnHas (Gopma IpefocTaB-
JIeHUs OTBETOB Ha 3aJIaHus, & IMEHHO!

. mHCHMEHHO Ha Gymare wix HabopoM OTBETOB Ha KOMIIBIOTEPE (s UL ¢ HapyIIeHHs -
MH CITyXa, PedH);

. BEIGOPOM OTBETA W3 BO3MOXKHBIX BAPHAHTOB ¢ HCTIONB30BAHMEM yCIYT accucTeHTa (U
JIHTT ¢ HAPYIICHAAMH OIIOPHO-/BHTaTe/IbHOTO annapara);

- YCTHO (JU11 JIMLL C HApyIIEHHSMHE 3PEHHs, OIOPHO-BUTATEIbHOTO arapara).

Ipu HEOGXOAMMOCTH U1 00YYAIONIMXCsl ¢ HHBATUAHOCTRIO TpolLeypa OIEHMBAHUA Pe-
3ynBTATOB 00y9EeHHs MOYKET POBOJMTECSA B HECKONIBKO JTArOB.



IMpunoxenue 1

®OHJ] OLIEHOYHBIX CPEJICTB!
1o JTHCUHHIJIHHE

AHA/IH3 32IMIIEHHOCTH pacnpeaeeHHbIX HHPOPMANHOHHBIX CHCTEM

I B JaHHOM NPHJIOMKEHUH [IPE/ICTABIIEHbI THIIOBBIE OLIEHOYHBIC CPEACTRA. TTONHBIH KOMTIIEKT
OUEHOUHBIX CPE/CTB, BIUTIOUAIONIMH BCE BAPUAHTDI 3a/aHui (TECTOB, KOHTPOJILHAIX pabot u 1p.),
NpejuIaraeMbIX 0GyualomeMycst, XpaHuTes Ha kadepe B GYM@OKHOM U 2JIEKTPOHHOM BHJIE.



1 Tlepeuens INIAHHPYEMBIX Pe3yJIbTATOB 00yJeHus M0 THCHUIIHHE

(moxy.mo),

COOTHECEHHBIX ¢ IJIAHUPYEeMbIMH pe3yIbTaTaMu o0pasoBaTebHOH POrpaMMbl

Ta6nua 1 — KoMmeTeHIuy U IIaHAPYEMBIE pe3yIbTaThl o0y4eHus 10 JUCHHIIIMHE

Kon n HaMeHOBaHHE

[InanEpyeMBble pe3yIbTaThl 00yUCHHMs 1O MUCIUIIIHHE

|

KOMIIETEHITNHA

IMepeuens 3HaHUA

[lepedeHb yMEHUIH

I[NepedyeHb HABBIKOB

ITpodeccHoHATLHbIE

o6neM paboT, CBs-
3aHHBIX C pealn3alu-
el JaCTHBIX IOJIHTHK
HH(pOPMAITHOHHOH
6€e30I1aCHOCTH aBTO-
MAaTH3HPOBaHHOM CH-
CTEMBI, OCYIIECTB-
JIATH MOHHTOPHHT H
ayuT 6e30I1aCHOCTH
ABTOMATH3HPOBAHHOM
cucremsl ([1K-27)

u 3apyOexHble HOP-
MaTHBHBIE ¥ METOJH-

yecKkue  JOKYMEHTBI
70 aHajlu3y 3alu-
IIEHHOCTH

KyMEHTAallHH Ha HWH-
GOpMaIMOHHYIO  CH-
cTEMY

criocobroctero  mpo- | 31(TTK-3-2) 3nath oc- Y1(IIK-3-2) ctpouts | HI(TIK-3-2) ~ mpose-
BOAMTH AHAIM3 3a- | HOBHbIE [OIXO/Bl K | IUIAH NpOBEJEHHs | TEeHHs aHauH3a  3a-
[MIIEHHOCTH  ABTO- | MPOBEJICHHIO aHAIM3a | aHaIu3a CHCTEMBI | IUIIEHHOCTH  aBTO-
MATH3MPOBAHHBIX CH- | 3AIIMIICHHOCTH  aB- | 3allHUThI ABTOMATH3H- | MATH3HPOBAHHBEIX CH-
crem (TIK-3) TOMATH3HUPOBAHHbIX POBAHHBIX CHCTEM cTeM
CHCTEM

CrI0COOHOCTBIO BbI- 31(IIK-27-4) ocHos- | Y1(IIK-27-4) mnposo- H1(TIK-27-4) mpoBo-
[OJNHSTH TOJIHbLH HEIE OTEYeCTBEHHBIE | JUTH SKCIEPTH3Y JO- | AUTE AyIUT Gesomac-

HOCTH pAacIIpeNeyIeH-
HBIX  HH(OpPMALHOH-
HBIX CHCTEM

Ta6nuna 2 — [TacnopT GoH/Ia OLIEHOYHBIX CPE/CTB

KonTpoaupyembie dopmupyemasi | Haumenosanue
pasjelibl (TeMbl) KOMITEeTEeH M OI[EHOYHOI0 Tloka3aTeaH ONEHKH
AHCHUNTHHBI cpeicTBa
AHaiu3  3aMUIIEHHOCTH VMeHHe COCTaBIATE IIIAH
APM 6e3 cucTeMbl 3amin- TECTUPOBAHUS Ymenue
JlaGopartopHas pa-
81, AHaM3 3ammienHo- | [TK-3-2 G 1 OCYIIECTBIATh aHANU3 3a-
ctu APM ¢ cucTeMoi IMIIEHHOCTH H30JIUPOBaH-
3aIATEL Heix APM
AHaJIN3 3alHIIEHHOCTH VYMeHHe COCTaBIATh ILIaH
pacmpezeneHHo# uHdop- aHanM3a  3aIlHIIEHHOCTH
MaumHH(lﬁ CHCTEMEI I10- JlaGopatopHas pa- pacrpeaieneHHbx  HH)OP-
CTpOeHHOI! Ha cepBepe TK-3-2 Sial MAIMOHHBIX CHCTEM YMe-
GesomacHocTr Secret Net HHME IIPOBOJMTH aHaln3 3a-
Studio. AHanu3 3a1H- [IUIIEHHOCTH JOMEHOB 0€3-
MEHHOCTH PacIIpelesieH- OTIACHOCTH




Hoit mH(OPMAIIMOHHON
CHCTEMBI TIOCTPOECHHOH Ha
cepaepe 6e30MacHOCTH
Dallas Lock

Vssgumoct o OWASP

Top 10 PacueTHO-

oota

rpaguyeckas pa-

VMeHHE OCYIIECTBIATE TO-
HCK YsI3BHUMOCTEHl B pacmpe-
neneHHpIX  MHGOpMAaHoH-
HBIX CHCTEMAX

Vsaeumocti o OWASP
Top 10

TK-27-4

bota

KonrtponsHas pa-

VMeHHE OCYIIECTBIATH 3a-
LWMTY pacpeeleHHbIX HH-
(opManHOHHBIX CHCTEM

HpOMe)KYTO‘{Haﬂ arTecTalys B JECATOM ceMecTpe MIPOBOAUTCS B (bOpMC 3agyera ¢ OLCH-

KOH.

2 MeroquyecKHe MATePHAbI, ONPee s Iomie npoueIyphl ONeHHBAHMS 3HaHHil,
yMeHuii, HABBIKOB H (HJIH) ONBITA JIEATELHOCTH, XapaKTepH3yIoIHe nponece

¢opMHpPOBAHHIA KOMIIeTeHIni

MeToiuuecKie MaTePHAIBI, OTMPEIEIIIOMHE IpoLEeypbl OLCHHBARKL 3HaHWi, YMEHUI,
HABBIKOB ¥ (WJIH) OIBITA JEATEIBHOCTH, NPEJICTABICHEL B BHJIE TEXHOJOIHYECKO# KapThl HHCIH-

rriHb! (Tabmmma 3).

Ta6nuna 3 — TexHojgorugeckas Kkapra

Kpurepun
OIICHUBAHHS

10 6a/U10B - CTYIEHT IIPABHILHO
BoLIIONIHET 3aganue. ITokasan oT-
JIU9HbIE 3HAHKS, HABBIKA B YMEHIL
B PAMKaX OCBOCHHOI'O y41eOHOrO
MaTepHana.

8 Gayuta - CTYJECHT BBIIIOJHMII 3a7a-
Hue, ¢ HeGOBIIIMH HETOYHOCTS-
wu. TTokaza Xopolue 3HaHus,
HABBIKH M yMEHUS B paMKax 0CBO-
eHHOro y4eOHOro Marepuaa.

6 GaJUTa - CTYICHT BBIIIOTHMII 3373~
HEe ¢ CYIIECTBEHHbIMUA HETOIHO-
cramu. [Tokazai y10BIETBOPH-
TenbHbIE 3HAHMS, HABBIKKA 1 YMEHH
B paMKax OCBOESHHOTO yueOHOro
Marepuana.

4 Gajua - TIPH BBIIIOJIHEHHH 3a/1a-
HusI CTYIEHT TIPO/IEMOHCTPHPOBAT
HeJ0CTAaTOYHBIA YPOBEHD 3HaHHH.

0 6aJUIOB — 3aJAaHKe HE BBIMOJIHCHO.

10 6a/UI0B - CTYASHT MPaBHIBHO
BEITONHAN 3a1anue. [Tokasan oT-
TMYHbIE 3HAHH, HABBIKH ¥ yMEHIA
B pAMKaX OCBOCHHOIO y4eGHOrO

HariMeHOBaHHE
Cpoku [kana oue-
OIIEHOYHOT'O
BBITIOJTHEHUA HHBaHHS
cpencTBa
10 cemecTp
ITpoMeKyTOYHas aTTeCTallusi B dopMe 3ayera ¢ OLCHKOH

1 JlaGopaTopHast B reuenue 10 Gannos
pabora 1 Ne 1 cemecTpa

2 | JlaboparopHasd B Teuenue 10 6amwios
pabora Ne 2 cemecTpa




HaumMeHnoBanue
OLIEHOYHOTO
CpencTBa

Cpoxn
BBLITIOJTHEHHUS

IIxana oue-
HHUBaHKS

Kpurepuu
OT[CHHMBaHU

MaTepHaa.

8 Gasura - CTYACHT BBITOTHILI 3a/1a-
HHe ¢ HeOONbIIHMH HETOYHOCTAMMU.
TTokazaj XOpOIIHe 3HAHMS, HABBIKH
M YMEHHs B paMKax OCBOCHHOTO
yueGHOTO MaTepHaa.

6 Gasuta - CTYIEHT BBITIOJIHHAII 33718~
HHe C CYIIEeCTBEHHBIME HETOHO-
cTsMu. ToKazan yAoBJIETBOPH-
TelbHbIE 3HAHUS, HABBIKA U yMCHUA
B paMKaX OCBOCHHOI'O y4e6Horo
Marepuaa.

4 Gayia - IpH BBIIOJIHCHHUH 3a/1a-
HHUsI CTYIEHT POJAEMOHCTPHPOBAT
HeJI0CTaTOYHBIH YPOBCHD 3HAHHH.

0 GaIoB — 3aJJaHHe He BHITIOJIHCHO.

3 | PacueTHo-
rpadudeckas pa-
6oTa

B TeueHue
cemectpa

25 6aoB

25 GajuIoB - CTYHAEHT MPaBUIIBHO
BBIIOTHII 3a1anne. Ilokasal oT-
JIYHbIE BIANEHHS HaBbIKaMH TIPH-
MEHEHHUs IOy IeHHBIX 3HAHHI H
yMeHH} ITPH PeIICHAH npodeccuo-
HaIBHBIX 337au B paMKax yCBOCH-
Horo yueOHOro MaTepuarna. OtBe-
THI HA BCE JOIIOIHUTEIBHEIC BO-
IIPOCKHI Ha 3alluTe.

15 6a/U10B - CTYJEHT BbITIOTHHI
3aqaHue ¢ HeOONBIIUMH HETOTHO-
ctamu. [Tokasall XOpoIue BiIajae-
HUs HABBIKAME IIPUMEHEHHS IOy~
qeHHBIX 3HAHHH U YMECHHH IIPH pe-
MIeHHH TpodecCHOHAIBHBIX 3a1aY
B paMKax YCBOCHHOIO yueGHOro
maTepuata. OTBETHI HA GONBIIHH-
CTBO JIOTIOJIHATENBHBIX BOIIPOCOB
Ha 3aIIUTE.

10 6aJjIOB - CTYAEHT BBIIIOJHHI
3a/iaHKe ¢ CYIIECTBEHHBIMA HETO-
mocTsamu. TTokazan yaoBJIETBOPH-
TelpHOe BlaleHHe HaBbIKaMU IIPH-
MEeHEeHHs [I0ydeHHEIX 3HAHUH H
yMeHHl TIPU PelIeCHAH npodeccro-
HAIBHBIX 33744 B paMKaX yCBOCH-
noro yueGroro marepuana. Ilpu
oTBeTax Ha JOMOJHUTEJIFHBIE BO-
IPOCH Ha 3AIIHTE OBUIO JOMYILEHO
MHOTO HETOYHOCTEH.

(0 GamIOB - [IPY BEHIIOJHEHUH 3a/a-
HUS CTYIEHT IIPOIEMOHCTPHPOBAI
HEI0CTATOYHEIA YPOBEHD BIAICHIA
HABLIKAMH IIPUMEHEHHs IOJYHuCH-




HaumeHOBaHUE

OLIEHOYHOI0
cpencTBa

Cpoxu [IIkana ome- Kpurtepuu
BBIIOTHEHHS HUBAHUA OILIEHUBAHUA

HBIX 3HAHWIl M YMEHHH IpH pemie-
Huu npodecCHOHANBHBIX 3a7ad B
paMKax YCBOEHHOTO V4eOHOro Ma-
Tepuana. IIpu oTBeTax Ha IOMOJ-
HUTENBHBIE BOIPOCHI Ha 3allUTe
OBUIO JIONMYILIEHO MHOMKECTBO HE-
TOYHOCTEH. J

4 | KonTponpHas pa- | B Teuenue 25 faimoB 25 GaIoB - CTY/ICHT IPaBHIBHO
ora cemecTpa BBITIOJHI 3aanue. [Tokasan oT-
UYHBIE BIAJEHIs HaBBIKaMH IIpH-
MeHeHHs I0JyIECHHBIX 3HAHMUH 1
yMEHHH [PH PeLICHUH npodeccuo-
HaTBHBIX 3324 B paMKax yCBOCH-
HOTro y4eOHOro MarepHasa. OrtBe-
THJI HA BCE JOTIOJTHATEIbHBIE BO-
IpOCHI Ha 3alllHTe.

15 6ajIoB - CTYIECHT BBITOJIHHI
sajiaHue ¢ HeOOIBIIMMHI HETOYHO-
cramu. Tlokaszaia XopoIlye Biajie-
HUS HABBIKAMH MPUMEHEHH 10Ty~
YeHHBIX 3HAHMIT ¥ YMEHHUI IIPH pe-
meHud TpodeCCHOHATBHBIX 33134
B paMKax yCBOCHHOTO y4eOHOro
marepuana, OTBETHI Ha OOJIbIINH-
CTBO [JOIOJIHATEIIBHEIX BOIPOCOB
HAa 3aImuTe.

10 6aIoB - CTYISHT BBITOIHII
3aJaHAE C CYLIeCTBEHHBIMU HETO~
HocTaMH. [Tokaza yaoBIETBOPH-
TeJIbHOE BJIaZICHHE HaBbIKaMH TIPH-
MeHeHHs TIOTyYeHHBIX 3HAHUA 1
yMEHHi1 PH PEILCHAH npoceccuo-
HaJIBHBIX 3a7a4 B paMKaxX yCBOCH-
Horo yuebHOro marepuana. [lpu
OTBETaX Ha JOMOJHUTENIBHEIE BO-
[IPOCHI Ha 3aIUTe OBUIO IOMYyIICHO
MHOT'O HETOUHOCTEH.

0 GaJJIOB - IIPH BBHITIOJIHEHUH 3a/1a-
HHS CTYAEHT IIPOIEMOHCTPHPOBAI
HEIOCTATOYHEIA YPOBEHD BIIAACHUS
HABBIKAMH [IPAMEHEHHs TOJIYYCH-
HBIX 3HAHHH M YMEHHH MPH pPele-
Huu npodecCHOHAIBHBIX 33734 B
PaMKaxX YCBOEHHOTO yueOHOro Ma-
Tepuasia. Ilpu OTBETax Ha JOHOJ-
HUTEJbHBIE BOMPOCHl HA 3aILUTE
6BUI0  JOIYIIEHO MHOXECTBO He-
TOYHOCTEH.

HUTOI'O: - 70 _

Gamion ]




Haumenosanue

Cpoxu [Ixara oue- Kputepuu
OIIEHOYHOTO p - PHTCH
BBIIIOJTHEHUS HUBAHKS OLICHHBAHHUSL
cpencTaa
KpHTEepHE OIIEHKH Pe3yJIbTATOB 00y4eHHS 10 IUCIUIIIHHE:
0 — 64 % OT MAKCHMAJIbHO BO3MOXHOH CyMMbl 0amioB — «HEYIOBICTBOPHTEILHO»
(HEZOCTATOUHBIH yPOBEHD IS MPOMEXKYTOYHOH aTTECTAIHH 110 IUCLUIUIAHE);
65 — 74 % OT MAaKCHMalbHO BO3MOXKHOH CYMMEI OalUIOB — «y/IOBIETBOPHTCIBHO»

(LIOPOTOBBIN (MHHEMAIBHBIH) yPOBEHB);

75 — 84 % 0T MAKCHMAJIBHO BO3MOYKHOM CYyMMBI OaJlIOB — «XOPOIIO» (cpeaHuit ypoBEHb);

85 — 100 % OT MAKCHMAIBHO BO3MOJKHOI CyMMBI Ga/UIOB — COTIAIHOY (BBICOKHI (MaxcuMalb-
HbIil) yPOBEHB)

JIOTOJIHHTENBHO CTYJGHT JODKEH OCBOMTh Kype (AHATM3 SalUIICHHOCTH pacrpesieIeHHBIX
uH(OpPMAIEOHHEIX cucTeM» Ha nopraie JI0 ®I'0Y BO KuAT'Y

3 TunoBble KOHTPOJLHBIC 33JAHHS MM HHbIE MATEPHAJIBI, Heo0XxoxHMBIe IS
OleHKH 3HAHMIT, YMeHHUii, HABLIKOB H (WJIH) ONbITA AEATEIBLHOCTH, XapAKTEpH-
syromme nponece GOPMHPOBAHHUS KOMIIETEHIMIl B X0/1€ 0CBOCHMUS ofpa3zoBa-
TeNLHOM MPOTPaMMBbI

3.1 3aganus A8 TEKYLIero KOHTPOJIs yCleBaeMocTH
3amaHus AU AUCLATUTHE] PECTABICHBI Ha II0pTale JO KeAT'Y.

Jlabopamopnan paboma Nel

Heo6xomuMo BeIOpats APM 1 coryiacoBarh €ro ¢ IMpernoaBaTeicM.

3ananne 1.

Heo6xomumo s mpoussoisHoro APM u3 coctasa naboparopuii, Ha KOTOPOM OTCYTCTBYET
YCTAHOBJECHHAs U HACTPOCHHAS CHCTEMA 3aIUTEl nndOpMALHH, COCTABHTD TUIaH AHATH3A M [IPO-
BeCTH aHAIH3 3ANTHINIEHHOCTH ¢ Henonb3oanneM ckanepa CKAHEP-BC. IIpu 5TOM JOIIyCTHMO
[IPOBECTH HapyLICHHE IIePUMETPa CeTH (TOIKIIFOYUTD HOYTOYK C 3alyIICHHBIM CKaHepOM B OJHY
[OJICEeTh ¢ MCCIEAyeMbIM XOCTOM M IpHUCBOoHTH cebe IP ampec u3 AuanasoHa 192.168.1.0/24).
OTueT aHAIM3aTOpa BCTABUTH B OTUET 110 JIa0opaTopHOi.
3ananue 2

HeoGxoauMo 1 por3BosHoro APM 13 coctapa 1abopaTopHi, Ha KOTOPOM MPHCYTCTBY-
©T YCTaHOBJEHHAs M HACTPOCHHAs CHCTEMA 3AllHTBI HHG(OpMAIWH, COCTABUTH IIAH aHAIU3A U
IPOBECTH aHAIN3 3AlMIIEHHOCTH C MCTIOB30BAHMEM CKAHEPA CKAHEP-BC. IIpu aTom fmorry-
CTHMO TIPOBECTH HApyIICHHE TIEPHMETpa CETH (MOAKITIOUHUTE HOYTOYK € 3aIyIIEHHBIM CKAHePOM
B OJHY TNOJCETh C MCCIETYEMbIM XOCTOM M IPHCBOMTH cebe IP anpec M3 JAuamnas’oHa
192.168.1.0/24). Oryer aHaAU3aTOpa BCTABATH B OTUCT IIO 1abopaTopHO.

Jabopamopnan paboma 2

Japanue 1
B pacnpe/ieneHHoli HH(MOPMALMOHHOH CHCTEME HCTIONB3YETCA AOMCH 6e30IaCHOCTH U HECKIIBKO
KOMIIBIOTEPOB BXOJIAIINX B JIOMEH Ha OCHOBE DL (nacTpoiiKy IpOBOAUT crynent). Heobxomumo
B COOTBETCTBHH ¢ BAPHAHTOM COCTABHTD ILIAH TECTHPOBAHMA H IPOBECTH aHATIHS C HCIIOB30Ba-
nueMm ckanepa CKAHEP-BC.
3ananne 2
B pacrpezeieHHO# HEGOPMALMOHHOM CUCTEME HCIIOJIL3YETCA JOMEH 0€30IacHOCTH H HECKOJIb-
KO KOMIIBIOTEPOB BXO/IIMX B TOMEH Ha OCHOBE SNS (HAaCTPOHKY IIPOBOJHUT CTY/IEHT). Heobxo-
JMMO B COOTBETCTBHH C BAPHAHTOM COCTABHTH NIAH TECTHPOBAHMT H [OpPOBECTH aHaIN3 C HC-
nons3oBanueM ckanepa CKAHEP-BC.

BapuaHTBbl.

[ [MD | COB [ Xocta B




1 + + 1
2 + + 2
3 + + 3
4 + + 4
5 &+ + 5
6 + - 1
7 - = 2
8 + = 3
9 + - 4
10 + - 5
11 - + 1
12 « 4 2
13 - + 3
14 - + 4
15 - + 5

O6o6wennan memamuxa u éapuanmol PI'P u Konmponwnoii pabomot.

CTyenTsl pa3GHBAIOTCS HA IIAphl B COOTBETCTBUI CO CBOMM BapHAHTOM H HCIIOJB3YIOT B paboTe
COOTBETCTBYIOIIYIO BHPTYalbHyI0 MammHy. Jlomyckaercs paboTaTs ¢ BUPTYaNbHOH MalIHHOMN
pacronoxenHoi xe 8 ®I'BOY BO KuAT'Y. Ilpu 1e06X0JMMOCTH yCTAaHOBICHHS BAPHAHTOB JULL
GONBLIErO KOMMIECTBA CTYICHTOB JaHHbIE BAPHAHTHI yCTAHABIMBAIOTCS IIPEIIOIABATEICM.

Ne Ilapa MarmyHa

1 1 Web For Pentester 1T
2 2 DVWA

3 3 Metasploitable

4 3 Metasploitable

5 5 Beebox

6 4 Web For Pentester [
7 5 Beebox

8 4 Web For Pentester |
9 2 DVWA

10 1 Web For Pentester Il
1 6 bWAPP

12 6 bWAPP

13 7 Webgoat

14 7 Webgoat

Anpeca B ceT (haxysIbTeTa KOMIBIOTEPHBIX TEXHOJIOTHH MPe/ICTAaBICHBI HIDKE JUIS COOT-
BETCTBYIOIIHMX BHPTyaJIbHEIX MamuH. B BHPTYa/IbHOH J1a00paTopuH aHalIK3a 3alUIEHHOCTH
pacIpeieeHHBIX HHPOPMAIMOHHBIX CHCTEM 110 HEOBXOIUMOCTH MOTYT OBITH Pa3BEepHYTHI A0-
HOMHATEIbHBIE TUTOIIAKH JUIS pabOTHI.

Web For Pentester [
http://192.168.249.76/
Web For Pentester 1I
http://192.168.249.77/
DVWA



http://192.168.249.103/dvwa
Metasploitable

http://192.168.249.104/

Beebox

http://192.168.249.106/

Pacuemmno-zpagpuneckan padoma

3ananus s BeinoHerds PI'P IpecTaBiIeHb! B COOTBETCTBYIONIEM MOJYIE Ha ropTaie
JIO kypc «AHATH3 3alIMIIEHHOCTH PaCIpE/IeCHHBIX HMH(QOPMAIMOHHBIX CHCTEM) B Pas/Ieie
«Vtoroas paGoray. HeoOX0miMO JUIf JAHHBIX BHPTYAIbHBIX MAIIHH PEaNi3oBaTh COOTBET-
CTBYIOIIHE YI3BHMOCTH Ha BCEX YPOBHAX CJIOMKHOCTH.

Web For Pentester I
Homep ma- | Director | File Code Comman | LDA |File | XML | SQL- XSS
pei(CTYmeHT | ¥ includ | injectio | d P uploa | relate | uEBeK- | arTa-
B IIape) traversa | e n injection | attack | d d LHH KH

1 S attack

S

1(1) + - + + +
1(2) + + + +
Web For Pentester 11
Homep ma- | Authorizati | Mass Randomn | Authenticati | MongoD | SQL Captc
peI(CTYIeHT | on Assignme | ess Issues | on B injectio | ha
B 11ape) nt injection | ns
2(1) + + +
2(2) + + + +
DVWA
Ho- Com | File | SQ [SQ |[XS |CS |Java | Brut | C Fil | Insec | We | XS | XSS
Mep man | Incl | L L S P |Scri |efor | S |e |ure |ak |S |(Refl
ma- d | usio | Inje | Inje | (St | By | pt ce R |Up | CAP |Ses | (D |ected
pei(ct | Inje | n |ctio |ctio | ore | pas F |loa | TCH |sio |O |)
yHeHT | ctio n n d) |s d [A n | M)
B I1a- n (Bli ID
pe) nd) s
3(1) + + + + + + |+
32 + + |+ |+ + |+ |+
Metasploitable
Ho- Inj |Bro- |Inse | Cr |Securit | X | Inse Fai | Unv | Mutilli | Mutillidae_Insu
Mep ecti | ken cure | 0ss |y S | cure |lur | alida | dae_Cr | fficientTranspor
na- on | Au- Dire | Sit | Miscon | S | Dire |e |ted | ypto tLayer
pei(cT then- | ct e | figurati ct to | Redi
yIEHT ti- Obj |Re |on Obj | Re | rects
B Ta- cation | ect |qu ect |stri |and
pe) and Refe | est Refe | ct | Forw

Ses- | renc | For renc | U |ards

sion | es ger es RL




Man- y Ac
age- ces
ment s
MEEEE + + |+
42) + |+ + [+ + +
Beebox
Homep |Injec | X |Bro | SensitiveData Miss- | SecurityMisco | Cros | Using | Unvali
na- tion |S |ken |Exposure ing nfiguration s- Known | dated
peI(cTy S | Aut Func- Site | Vulner | Redire
€HT B h tional Req | able cts &
nape) Level uest | Compo | Forwar
Ac- Forg | nents | ds
cess ery
Con-
trol
5(1) + + |+ e +
5(2) + + + +

BEITOTHATE OTUET O NpojeNanHol pabore. OdopMIeHHE JTODKHO OBITH BBIIIOJHEHO B COOTBET-
creuu ¢ PJI ®T'BOY BO «KuAI'Y» «TekcToBbIe CTYIEHYECKHE pabotsr. IIpasuna odopmire-

HUS».

Konmponsuas paboma.

3ananus 1 BemorHeHHs PIP mpescTapeHbl B COOTBETCTBYIONIEM MO/IYJIC Ha IIOpTaJe
JIO kypc «AHaIH3 3aIIUIIEHHOCTH PacIpENe/IeHHBIX HH(pOPMALMOHHEIX CHCTEM» B pas/iefie
«Hrorosas pabora.
Heo6X0aMMO JUTS JIAHHBIX BHPTYAIbHBIX MAIIHH Pealu30BaTh COOTBETCTBYIOMHUE YI3BH-
MOCTH Ha BCEX YPOBHAX CIOXKHOCTH.

Web For Pentester |
Homep ma- | Director | File Code Comman | LDA |File | XML | SQL- XSS
pei(cTyneHtT |y includ | injectio | d P uploa | relate | mHBEK- | aTa-
B TIape) traversa | e n injection | attack | d d LHA KH

l s attack

s

2() + + + +
2(2) + + + + +
Web For Pentester II
Homep ma- | Authorizati | Mass Randomn | Authenticati | MongoD | SQL Captc
peI(cTyneHT | on Assignme | ess Issues | on B injectio | ha
B mape) nt injection | ns
1(1) + + + +
1(2) + + +
DVWA
Ho- Com | File | SQ [SQ |XS | CS |Java |Brut | C |Fil | Insec We | XS | XSS
Mep man | Incl | L L S P |Scri |efor | S |e |ure Jak [S | (Refl




ma- d | usio | Inje | Inje | (St | By | pt ce R [Up | CAP |Ses | (D |ected
pei(ct | Inje | n | ctio |ctio | ore | pas F |loa | TCH |sio |O |)
yaeHT | ctio n n d) |s d |A n | M)
B Ila- n (Bli 1D
pe) nd) s
5(1) + + |+ |+ + |+ |+
5(2) -+ + + + + |+ |+
Metasploitable
Ho- Inj |Bro- |Inse | Cr |Securit | X | Inse Fai | Unv | Mutilli | Mutillidae_Insu
Mep ecti | ken cure | 0ss |y S | cure | lur |alida | dae Cr | fficientTranspor
na- on | Au- Dire | Sit | Miscon | S | Dire | e |ted |ypto tLayer
pei(cT then- | ct e figurati ct to | Redi
YIEHT ti- Obj |Re |on Obj | Re |rects
B ma- cation |ect |[qu ect | stri |and
pe) and Refe | est Refe | ct | Forw
Ses- | renc | For renc | U |ards
sion es ger es RL
Man- y Ac
age- ces
ment S
3(1) + |+ + |+ + +
32 |+ + + + |+
Beebox
Homep |Injec | X | Bro | SensitiveData | Miss- SecurityMisco | Cros | Using | Unvali
na- tion |S |ken | Exposure ing nfiguration s- Known | dated
pei(cTYR S | Aut Func- Site | Vulner | Redire
€HT B h tional Req | able cts &
mape) Level uest | Compo | Forwar
Ac- Forg | nents | ds
cess ery
Con-
trol
4(1) + + + +
4(2) + + |+ + +

BBINOMHATS OTYET O mpofenaHHoil pabore. OpopmieHue T0IKHO OBITh BEINOJHEHO B COOTBET-
ctsum ¢ Pl ®TBOY BO «KHAI'Y» «TekcroBble CTyAEHUECKHE pabOTHL. [MpaBuna ohopmie-
Husy. OmHcaTh MEXAHH3MBI 3alIHTHI KOTOPEIE MOXKHO NPHMEHHTE I 3aKPBITHS NaHHBIX yA3-

BUMOCTEH.
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1 OGmue MOJIOKESHHS

PaGouast IporpamMma 1 (OHJ{ OLEHOIHBIX CPEICTB AHCIMILTHELL «AHaIH3 3aIHILEHHOCTH
pacTpeieeHHbIX HH(POPMAITHOHHBIX CHCTEM COCTABICHBl B COOTBETCTBHH C TpeDOBaHMIMH
(pe/IepalbHOTO  TOCYIapCTBEHHOTO 06pa3oBaTENbHOIO CTAHAPTA, YTBEPHK/ICHHOTO [PHKA30M
MuHucTepcTBa 00pa3OBaHuss M HAYKH Poccuitckoii ®enepariu Ne 1509 ot 01.12.2016, u oc-

HOBHOiT Mpod)eCcCHOHATBHOM 06pasoBaTeNbHON  IPOTPAMMBI

noarotoBku  «ObecredeHne

uHdopMaHOHHOH 0e30MmacHOCTH pacrpeneeHHbIX HHPOPMALHOHHBIX CUCTEM) 1o CHenHalb-
socta 10.05.03 "Undopmarmonnas 6e300aCHOCTE ABTOMATH3MPOBAHHBIX CHCTEM".

JUACLIATLIIMHBI

‘3721113'-11/1 O3HAKOMHTH CTYJEHTOB C 3apyOEKHO! 1 OTCUCCTBEHHON HOpMATHBHOH 1 Me- |
AHCTHITTHHBL ToaecKkoif 6a30f TO TPOBEJCHHIO AHANM3A 3AUIHIEHHOCTH pacnpeiereH-
HBIX HHGOPMAIMOHHBIX CHCTEM. PaccMOTpETh HauBosee YacTO BCTPEUArOmH-
ecst yA3BUMOCTH B COOTBETCTBHH © OWASP Top 10.
OCHOBHBIE HopMaTHBHbIC H METOMUECKHUE JOKYMEHTBI. IKCIEpTH3a JOKyMEHTOB H aHa-
pasiensl / TeMBL | 1o sanmennocTH HHGOPMANKOHHOM CHCTEMBI.. AHAIN3 SAIIMIEHHOCTH 1O

OWASP Top 10

J

2 Ilepedens IIAHUPYEMbIX Pe3yIbTATOB o06ydeHHs 10 AHCHATIHHE (Moxym10),
COOTHECEHHBIX € TVIAHUPYEMBIMH pPe3yJIbTaTaMu 06pa3oBaTeJILHOI NPOrpamMMbl

TIpomecc

U3Y4YCHHS JTUCITUITIHHBL «AHaIM3  3alMIICHHOCTH pacnpeneneHHLIX

HH(OPMAIMOHHBIX CHCTEM) HANpPAaBICH Ha dopMupoBanue CIEYIOIHX KOMIIETEHIIM B COOT-
percrain ¢ ®I'OC BO 1 0cHOBHOH 06pa3oBaTebHOM nporpammoii (Tabnuua 1):

Tabnuua | — KommeTeHIy ¥ IIIAHAPYEMBIE pesysbTaTsl 00YYEHHs 110 JUCIHILIMHE

-

Kox 1 HaMEHOBaHHE
KOMITETCHIMH

HJ’IaHprCMBIB pe3ynbTaThbl OGY‘ICHHS[ 10 AUCIUNIIHHE

[lepeueHnb 3HAHUI

[lepedens yMeHHit

[lepeueHs HABBIKOB

TIpogeccuoHaIbHBIE

crnocoOHOCTRIO  TIPO-
BOJWTH AaHAIH3 3a-
IIMINEHHOCTH ~ @BTO-
MATH3HPOBAHHBIX CH-

crem (I1K-3)

31(I1K-3-2) 3uats oc-
HOBHBIE IOJXOJBI K
TPOBEAECHHIO aHAIK3a

3alUIIEHHOCTH aB-
TOMATU3HPOBAHHBIX
CHCTEM

V1(TIK-3-2) cTpouTh
IaH IpOBEICHHS
aHaJIA3a CHCTEMBI
3AIIMTEl ABTOMATH3H-
POBAHHBIX CHCTEM

HI(IIK-3-2) mpose-
JeHHs aHau3a 3a-
NIUIIEHHOCTH  aBTO-
MATH3MpOBAHHBIX CH-
CTEM

cnocoOHOCTBIO BBI-
TOJTHATD TTOJTHBIH
o6neM padoT, CBs-
3aHHBIX C pearr3aly-
eff 9aCTHBIX IOJIATHK
HH(}OPMALIEOHHOH
6e30MacHOCTH aBTO-
MaTH3UPOBAHHOM CU-
CTEMBI, OCYILECTB-
JIATH MOHUTOPUHI K
ayauT 6e301aCHOCTH
ABTOMATH3HPOBAHHOM

31(I1K-27-3) OCHOB-
Hble OTe4eCTBEHHBIC
u 3apyOexHbic HOP-
MATHBHEIE M METOJH-
yeckue  JAOKYMEHTBI
M0 AaHaju3y —3aly-
HIEHHOCTH

V1(TIK-27-3) 1poBo-
IUTH 3KCIEPTH3Y I0-
KyMEHTAllld Ha HH-
(opMarMOHHYI0  CH-
cTeMy

H1(IIK-27-3) mposo-
T ayauT Oesomac-
HOCTH pacIpeieseH-
HEIX HHGOPMAIMOH-
HBIX CHCTEM




cuctemsr (ITK-27) J

3 MecTo AHCHHILIAHBI (MOYJI) B CTPYKTYpe o0pasoBaTebHO NporpaMmel

JTucrumnmHa(MO/IyTb) «AHAIH3 3aUIHIICHHOCTH pacrpe/IeieHHBIX MH(}OPMAIMOHHBIX
cucTeMy H3ydaercs Ha 4 Kypce B 7 ceMecTpe.

JlucnuruinHa sBiieTCsS 6a30B0H MUCHHUILIMHON, BXOAUT B COCTaB 6moxa 1 «JucuuIuIiHb
(MOZyIH)» B OTHOCHTCH K ©a30BOi YaCTH.

JUtst OCBOGHHs AUCIMILTAHbI HEOOXOMMBI 3HAHHS, yMCHHA, HABBIKH M (WJIH) OIBIT MpakK-
THYECKOi NesTeNbHOCTH, cOpMAPOBAHHbIe B MPOLECCE H3YHCHUA JMUCLHUIIIME / TIPAKTHK: all-
Mapathl M CPE/ICTBA epexBara pHbopMaLyH, HHPOPMaHOHHAL 6e30macHOCTh 0OBEKTOB KPHUTH-
qeckoit MEQOPMAITHOHHON HHGPACTPYKTYPEI, be30nacHoCTh CHCTEM 0a3 JaHHBIX

3Hanus, yMEHUA M HABBIKH, COPMHUPOBAHHEIS NPH H3YHCHHH IMUCIUILIAHEL «AHAII3
3AIMIEHHOCTH PACTIPE/IeICHHBIX HHOOPMAHOHHBIX CHCTEM, GymyT BOCTPeOOBAHBI IIPH H3Y-
YeHUH IIOCIEAYIOMUX THCIHUIUIHH K BBIITOIHCHHIA BHIITYCKHO# KBaTH(QHKAIMOHHOH paboTHl.

JIMCIHILTARA (AHAIA3 3AIMIIEHHOCTH PACIPE/ICIICHHEIX HH(OPMAIHOHHBIX CHCTEM»» B
pamKax BOCIHTATEIbHON paGoThI HalpaBleHa Ha pa3BATHE TBOPUCCTBA, poeCcCHOHATIBHBIX
yMEHHH, OTBETCTBEHHOCTH 32 BEIIOIHCHAE yue6HO-IPOH3BOACTBEHHBIX 3aJaHHi.

4 OOBeM MHCHUILIHHBI (MOYIIS) B 329€THBIX eJHHALAX € yKasaHHeM KOJHYeCTBA
aKaZeMHIYeCKAX 4aC0B, BbIeJeHHbIX HA KOHTAKTHYIO paboTy oby4aromuxes ¢
npenojasateieM (0 BHIAM yueQHBIX 3aHATHI) 1 HA CAMOCTOATEILHYIO padoTy
00yJaromuxcs

O6mas TpyLOeMKOCTS (06beM) AUCIHIIMIEL COCTABIIACT 5 3aueTHBIX equHAL, 180 aka-
JIEMHYECKHX YacoB.

Pacnpenenenne 00beMa JTHCUUILINHEI (Moy.ist) IO BHAAM yueOHBIX 3aHATHH
npeacTaBiaeHo B Tadamue 2.

Ta6muma 2 — O6beM TUCIHILIHHEEL (MOAYIS) N0 BAAAM yueOHBIX 3aHATHH

Bcero akajaemMH-
YecKHX 4acoB

O0beM JHCHUNIHHBI

O6mas TPY/I0eMKOCTh JUCIHIIAHEL 144

KonTakTHas ayAaTOpHas pa6oTa 06yJaloMHUXCsl ¢ IPeno1aBaTeIem (o
BH/IaM y1e0OHBIX 3aHATHII), BCero

64

B Tom uncie:

3AHATHSA JeKIHOHHOro THNA (JICKIHH U HHble YIeOHBIC 3aHTHA, TIPEILY-
CMaTpHUBAIOLIKE TPEHMYIIECTBCHHYIO Iepeaaty yueGHO# HHpOpMAIUY TTe- 32
JarorHyeckKuMy paGoTHHKAMH)

3aHSTHS CeMHHAPCKOTO THIA (CEMHHAPBL, IPAKTHYECKAE 3aHATHS, TIPAK-
THKYMBI, Ta60paTOpHBIE PAOOTEL, KOJITOKBUYMBI U HHBIC aHaJIOTHYHbIC 3a- 32
HSTHS)

CamocrositebHast padoTa 00yIaloMUXCA H KOHTAKTHAS paboTa, BKIIIO-
YaroIIas IpyIIOBble KOHCYJIbTALMH, HH/MBHIYaTBHYIO paboty oby4ato-
IWXCA ¢ IPenojiaBaTe I AMHU (B TOM YHCIIE HHANBUYIBHBIC KOHCYJIBTallHH )}
B3aUMO/IEHCTBHE B 3ICKTPOHHOM un@opmaunoHH0-06pasonaTeanoﬁ cpene
BY3a

116

ITpomexxyTodHas aTTecTalus o6yuaromuxcs — 3au_c_ou, KP




5 CopepxaHue JHCIHIIHHBI (MoayJis),
¢ yKa3aHHEM OTBEACHHOT0 HA HHX KOJIHYECTBA aKajgeMHYecKuX 1acoB H BH

y4eGHoii paboThbl

Ta6muma 3 — CTpyKTypa i COepKaHHe IUCIIHIIIHEL (Momys)

CTPYKTYPHPOBAHHOE 110 TeMaM (pasnesam)

0B

-

HaumeHoBaHKE pa3leioB, TCM H coJiepixKa-
HHE MaTepuaia

Buzs! yae6Hoi paboThl, BIIIIOYas CaAMOCTOATENb
Hy10 paboTy 00yYaIOMKXCs H TPYA0CMKOCTb (B

yacax)

Konrakraas pabota
Tperno/aBaTelis ¢ 00yJaloIMMHCS

Jlexmmu | Cemunapckue | JlaGopaTopHbIE
(mpaxTHYECKHE 3aHATHS
SAHATHS)

CPC

HopmaTuBHbIC H MeTOAHYECKHE JOKY-
MEHTBI.

OnpeeneHne TOHATHS 3aIMIICHHOCTH AC.
PJ1 Iocrexxomuccuu Poccuu

MeToauKa TMOCTPOCHHS IJIaHa aHalM3a 3a-
[AIIEHHOCTH

ISO 15408: Common Criteria for Infor-
mation Technology Security. EvaluationISO
17799: Code of Practice for Information Se-
curity Management

MeToiKa POBEACHNS aHATH3a 3allHILCH-
HOCTH

JIKcnepTH3A JOKYMEHTOB H AHAIA3 34~
MHIMEHHOCTH HHPOPMANHOHHOI cHeTe-
MBI,

DKCHepTH3a IOKYMEHTOB IOIHTUKA HH-
popMAaIHOHHO} 0e30I1aCHOCTH Ha COOTBET-
crBue TpeOGOBaHMAM (esiepaTbHOro 3aK0HO-
J[aTeNHCTBA M IIOJTHOMOYHBIX OPTraHOB HC-
MOTHUTENBHOM BIacTH PO

Dkcrepu3a JOKyMEHTOB IOJIUTHKA undop-
MAalHOHHOM 6e30MacHOCTH, perIaMeHTHPY-
JONIHX TpeGOBaHKA, MOPSIOK U IPABAIIA
IpUMEHEHHS MEP U CPE/ICTB 3alliThI HH-
dopmari, 06eCIEYMBAIONINX 3AIMHTY OT
AKTYyambHBIX YTpo3 6e30MacHOCTH (B coot-
BETCTBHH C MOJEINBIO YIPO3 ¥ HApYIIUTEI).
DKcnepu3y JOKYyMEHTOB IOJMTHKA uHbOp-
MAaIHOHHOH 6€30MacHOCTH, PerIAMEHTHPY-
JOIIEX TpeGOBAHMS, OPSIOK 1 MPABIIIA
IIPUMEHEHHS MEP B CPEACTB 3allUThI HH-
dopmanuy, oGecnedrBaOMIMX 3alUTy OT




HaumMeHOBAaHHE Pa3esioB, TEM H COCPHKa-
HHE MaTepuala

Bus! yueGHOM paGoThI, BKIIOYAS CAMOCTOATE/b
HyIO paboTy 00YUAIOIXCs i TPYA0CMKOCTR (B

yacax)

KonTaktHas pabota

npenonaBaTeJm C OGY'{aIOIIlﬂMHCSI

Jlexmuu | Cemumapckue | JlaGopaTopHbIC
(mpaKTHIECKHEe 3aHATH

3aHATHS)

CPC

aKTyalbHBIX Yrpo3 6e30macHoCTH (B cOOT-
BETCTBHIL C MOZIENBIO YTPO3 H HApyIIHTEILA).
AHATH3 3aMMILEHHOCTH HHPOPMALMOHHOH
CHCTEMBI

Ananns samumensocts o OWASP Top 10
Konmernwn Be6-caitTo, IHBEKIMH, B3nom
ayTeHTH(OUKAINH 1 CEAHCa, YTeuka BaXKHBIX
nanubix, Baenmne XML oGBexTsI, Hapy-
[HIeHHE KOHTPOJIsL TOCTyIa

HeGesomacuas KoHGuUrypamus, MexcanTo-
Bt cxpunTHT (XSS), Hebesonackas 1e-
cepuaTA3als, cnonp30BaHue KOMIOHCH-
TOB C M3BECTHBIMH YA3BUMOCTAMH, OTCYT-
CTBHE XKypHAIHNPOBAHKS H MOHHTOPHHIA.
Be3onacHOCTh IPHIIOKEHHH 32 IIPEeIaMu
OWASP Top 10. Mcnonbp30BaHHE peBepe
NPOKCH Ha IIPHMepe Owasp ZAP. Anamis
samumenHocTH web npmiokenuii (XSS or
Google, mporpammsl bug bounty, google
dorks. 3axpernnerue B cety, honeypots.

24

24

108

NUTOIo
[0 AHCUHIUINHE

32

32

78

6 BueayauTOpHAasi CAMOCTOSITE/ILHAN paboTa 06y4AIOMHXCsl 110 AMCIHILITHHE

(Moy110)

Ilpu nIaHWPOBAHHH caMOCTOATENBHOH pad
CTBOBATHCS CIISAYIONIMM PacIpeeIeHIEM TacoB Ha

Ta6numa 4 — PexoMen/lyeMoe pacipesieienue 1acos fa CaMOCTOATE

OTBI CTYHEHTY PEKOMEHZYeTCA DPYKOBOX-

caMocTosTENb Y0 paboty (Tabnuua 4):

JBHYIO paboTy

KoMIOHEHTBI cAMOCTOSTEIbHOMH padoThl

Konau4yecTBO 1aC0B

Ii3yuyenne TeOPETHYECKUX PA3/Ic/IOB AMCIMIIAHEL 4
[LoAroToBKA K 3aHATHAM CEMUHAPCKOro THIIA 4
[Toaroroska U o opMIICHUE KP 108

Bceero 116 J

7 OueHoO4YHBIE CpeAcTBa LIl npoBeAeHHsT TeKylero KOHTPOJIA

H IPOMEKYTOHOIl aTTeCTANHH 00y4aoIHXCcH 10 AUCH

piaHe (MOLYJII0)



®OH ONEHOUHBIX CPEACTB JUIS TPOBEACHHS TEKYIICro KOHTPOIA yCIIEBAeMOCTH U IIPO-
MeKyTOUHOI aTTECTallH PEMICTABICH B ITpunoxenun 1.

TTonHETH KOMILUTEKT KOHTPOIBHBIX 3a/[aHUi HIHM MHBIX MaIepHalios, HEOOXOUMBIX IS
OLICHUBAHHS PE3YJIbTATOB OOYUCHHs MO JMCLHILIHHE (MOZIYTII0), MPAKTHKE XPaHHTCH Ha Ka-
denpe-pa3paboTIHKE B OYMAKHOM H 3IEKTPOHHOM BHJE. B IATOM CEMeCTpe MPOBE/CHHE TC-
KYIIEro ¥ IPOMEXYTOIHOro KOHTPOIA OCYIIECTBISETCA ¢ HCTIONB30BAHMEM JIIEMCHTOB -
CTAHIEOHHOTO O0ydeHns — Kype «AHAIH3 3alHIICHHOCTH pacripeeeHHbIX HHPOpMAIHOH-
ubIx cuctem» Ha moprane JIO KuAI'Y.

8 VYuebmo-meroguueckoe H HHGOpPMANHOHHOE obecmevenne JHCHHIVIAHBI
(mopyJst)

8.1 OcHoBHas JUTEPATYpPa

1. KommbroTepHble ceTr: YuebHoe oco6ue [DIeKTPOHHLIH pecype)/ Kysun A.B., Kysun
ILA. - 3-e m3x., mepepal. ¥ fom. - 2015. - 192 c.: // ZNANIUM.COM: 3/I€KTpOHHO-
GuGnmoTeuHas cHcTeMa. - PEKHM JOCTYIa: http://Znanium.com/catalog/product/S36468,
OTpaHUYEeHHBIH, 3ariL. ¢ YKpaHa.

2. CeTH CBSI3U U CHCTEMbl KOMMYTallHH: Vue6roe mocobue [DIeKTpOHHEIH pecype]/ [Ta-
punoB A B., Pounyrusa C.B., Mensuuk B.A. 2015. - 178 ¢.// ZNANIUM.COM: 3J€KTPOHHO-
6uGIMOTeYHas cHCcTeMa - PexKUM JOCTYyIa: http://znanium'com/catalog/product/923309, orpa-
HHUYEHHBIN, 3arJl. ¢ 9KpaHa.

3. KommpioTepHsie ceTh: YdeGHoe nocobue [DNeKTPOHHBLH pecype]/ H.B. Makcumos,
LU Tlomos. - 3-e w3, uenp. u jom. 2008. - 448 ¢.: mi.; // ZNANIUM.COM: 3I€KTpOHHO-
Gu6IHoTednas cucreMa - PexuM J0CTyIa: http://znanium.com/catalog/product/l63728, orpa-
HUYEHHBIH, 3ariL. ¢ 9KpaHa.

JlomoHETEIbLHAS JINTEPATYPA

1. Tpemes M.A., Koxun W.A. DMyJSITOPBI M CHMYIATOPEI cereit 9BM : [liia cTyAEHTOB
TeXHIYeCKUX CreruanbHocTel / F3naTenbeKie peLIeHHs, 2020. — 166 c. ISBN 978-5-4493-
9748-5

2. Tpemes U.A., Bunpasiikus I.®., BaronnHa A.C. TexHosnorus cKaHMpOBaHUA Ha
Hanuuue yaspumocteit / M3aTenperue peILeHHUS, 2020. — 136 c. ISBN 978-5-4498-9961-3

3. Tpemes W.A. CeTn u TeIEKOMMYHHKALHH - Jlns crynenToB / VMsjgaTenbeKue pemie-
mus, 2020. — 140 c¢.ISBN 978-5-4493-9742-3

4, Tpemes WL.A., ['purophes SL.IO. TIpoekTupoBaHue U 3alluTa AHGOPMAITHOHHBIX CH-
crem / Manatensckue pemennus, 2020. — 86 c. ISBN 978-5-4498-9392-5

5. Tpemes H.A., KoxuH M.A., Bunpasiikun I'.®. besonmacnocTs OIEepalOHHbBIX CHCTEM
- Yactp 1. RAID, BoccTanoBieHue (aiinos, metasploit / VI3aare/1bCKkue PEIeHUA, 2020. — 160
¢. ISBN 978-5-4498-9599-8 (1. 1) ISBN 978-5-4498-9600-1

6. Tpemes WL.A., Koxun W. Be30macHoCTh BRIYHCIATENBHBIX CeTell | TTpaxkTHUECKHE ac-
nexTsl / M3paTenbekue peieHus, 2020. — 126 c. ISBN 978-5-4498-9454-0

7. Tpemes U.A. Ananu3 3allHIICHEOCTH pacmpe/ieIeHHBIX HH(POPMAIIHOHHBIX CHCTEM :
Jlnist CTY/ICHTOB TEXHUYECKHX crenpanpHocTell / M31aTenbCKHE PEIICHHA, 2020. — 102 ¢.
ISBN 978-5-4493-9419-4

8. Tpemies VL.A., Koxun VLA, Bubnsitkas [.®. AXMEHECTPHPOBAHHE PACTIPE/CIICH-
HBIX MH(POPMAITMOHHBIX CHCTEM ! Yacts 1. AMAHECTPHPOBAHHE HH(POPMAIMOHHBIX CHCTEM /
Wsnarensckne pemenus, 2020, — 170 ¢. ISBN 978-5-4498-9912-5 (1. 1) ISBN 978-5-4498-
9913-2



9. Tpemes M.A., Baromuna A.C., Cepuxos B.A. Texnuka i TEXHONOTHA aTaK 37I0YMBIIII-
JIeHHHKOB B PAacTIpee/IeHHbIX HH(OPMAHOHHBIX cuctemax. Yacts | Pexormacuuposka, Hada-
11 atax. / Misnarensckue pemenus, 2021, — 160 ¢. ISBN 978-5-0055-1061-7 (1. 1) ISBN 978-
5-0055-1062-4

10. Tpemes U.A., Ipoxodsen C.B. AIMHHUCTPHPOBAHHAE pacrpezieNeHHBIX uHpopma-
[MOHHBIX cHcTeM. JacTh 2 TEXHOJIOTHH HH(OPMAIIMOHHBIX CHCTEM. / V3paTenbCKue peIieHns,
2021. — 228 c. ISBN 978-5-0055-0683-2 (t. 2) ISBN 978-5-4498-9913-2

11. Tpemes M.A., TIpokodseB C.B. Be30macHOCTh OMEPalMOHHBIX CHCTCM. Yacts 2
OmepanoHHEIE CHCTEMBI, YA3BUMOCTH. / Vanatenbekue petenns, 2021. — 262 c. ISBN 978-
5-0055-0940-6 (r. 2) ISBN 978-5-4498-9600-1

8.2 Meroaudeckne yKasaHHsi sl CTYAEHTOB 10 0CBOEHHIO JUCIUIIIHHBL

O6yuenye MUCLHINIMHE «AHAIN3 3aMMIEHHOCTH paclpe/Ie]ICHHbIX nuHpOPMAIHOHHBIX
CHCTEMY TIPE/IIONAraeT H3ydeHune Kypea Ha ay/IATOPHBIX 3aHATHAX U B XOIe CaMOCTOATENIBHOM
paGoOTEL. AyIMTOPHbIE 3aHATHS IPOBOAATCA B popme mexkuuit 1 1a60paTOPHBIX 3aHATHH. Tak
e HCIOIB3YIOTCSA 3JIEMEHTEl CMEIIaHHOTO 0GyueHHST — IPUBIEKAIOTCA THCTAHIMOHHBIE TEX-
nosoruu (mopran 10 KuAT'Y).

Ta6wua 7 MeToIHdecKue YKa3aHus K OT/IENbHBIM BH/aM JIEATETbHOCTH

T Bun yuebHO- OpraHu3aLus 1eATeTPHOCTH CTYACHTA
ro 3aHATHS
Jlexumst Hammcanne KOHCIEKTA JEKIII: KpaTKo, CXeMaTH4HO, Iocie-

7OBATENBHO (DHKCHPOBATH OCHOBHBIE NOMOXKCHH. BreiensaTs Kio4e-
BEIE CJT0BA, OPMYIIBI, OTMEYATh Ha MOJAX YTOYHSIONIKE BOIPOCEHI 110
TeMme 3aHsATUs

JlabopaTop- PaboTa ¢ ABTOMATH3UPOBAHHBIME PabOUHMU MECTAMH.
Hble 3aHATHE

CamocTos- Jina Gonee ITyOOKOrO H3Y4€HHS pasyeiIoB JTACLIATITHHBL
TenpHas paboTa IIPe/lyCMOTPEHBI OTIEIBHBIEC BHIBI CaMOCTOATENBHOM paboThI: TOJ-

FOTOBKA K JaG0paTOpPHBIM 3aHATHAM, H3YIEHUE TCOPETHHECKHX pas-
JeNOB AUCUMILIHHBL, moaroToska KP.

CamocrosTenbHas paGota gensercs Hauboiee IIpO/lyKTHBHON (hopmoii 06pasoBaTess-
HOji M TIO3HABATEIBHON JIEATENBHOCTH CTYJCHTA B HCPHOJ o6yuenus. CPC HampaBiicHa Ha
yriryGueHHe 1 3aKpeIIeHue 3HAHUIA CTYJEHTA, PA3BHTUE IPAKTHICCKUX ymenuit. CPC no auc-
IHIUTHHE «AHATH3 3alMIIEHHOCTH PaCTPEICICHHBIX HHGOPMALAOHHBIX CHCTEM» BKIOYACT
creyiomue BHIbI paboT:

— paGoTy ¢ JIEKIIMOHHBIM MATEPUAIoM, MOUCK 1 0630p MATEPATYPHI U DICKTPOHHBIX HC-
TOYHHKOB HH(OPMALHH II0 HHUBIIYaIbHOMY 3a/JaHHEO;

— OIIEPEXKAIONIYIO CAMOCTOATEILHYTO paborty;

— M3ydYeHHUE TeM, BHIHECCHHBIX Ha CAMOCTOATEILHYIO popadboTKY;

— HOIrOTOBKY K TIPAKTHIECKHIM 3aHATHAM;

_ puinonuenue u ofopmenne KP.

KOHTpONIb CAaMOCTOSTENBHON paboTEl CTYJICHTOB H KageCTBO OCBOEHHMS JHCIHTIIMHBI
OCYIIECTBIAETCA OCPEACTBOM:

— IpejicTaBJIeHUs B YKa3aHHBIE KOHTPOJILHEIC CPOXH PE3yJIbTaTOB BHIMOIHEHHA 3amaHuit
JUIS TEKYILIero KOHTPOJI;

_ ppimionHeHAs 1 3auuThl KP;

Kypcosas paGoTa ¥ OTYETHI IO 1abopaTOPHBIM PaboTaM JI0JDKHBI 6BITE 0)OPMIICHBI B
COOTBETCTBYH ¢ TPeOOBaHUAMH BHYTPECHHHX HOPMATHBHBIX noxymentos ®TBOY BO KuAI'Y.




8.3 CoBpeMeHHbIE npodeccuoHalIbHbIE Ga3pl JAHHBIX H HH(OPMANHOHHBIE
CrpaBoYHbIEe CHCTEMBI, HCNOIB3YEMBIC [pH OCYIeCTBICHHH 00pa3oBaTeJbHOI0
mpouecca o AHCIHHIINHe

1. DnexrpoHHO-OHOIHOTEUHAs CHCTEMA ZNANIUM.COM — http:/www. znanium.com.
2. KoHcynbTaHT+

mltl)opmauuomm-TeJleKommyunuauuonnoﬁ ceTH

IHHBI (MOAYJIS)

8.4 Ilepeyennr  pecypcos
«HnTepHeT, HEOOXOMUMBIX /LISl 0CBOCHHS JAHCIH

1. HayuHas 251eKTPOHHAA Gu6nuoTexa Elibrary http://elibrary.ru.

C 1eNpiO TIOBBIIICHHAA KauecTBa BEICHMUs 06pa3oBaTeIbHOM JIEATeIbHOCTH B YHUBED-
CHTETE CO3/aHa MEKTPOHHAsT pH(bOpPMALKOHHO-00pasoBaTelbHad Cpe/ia. Omua mojpasy-
MeBaeT OPraHM3alliio B3aUMOICHCTBHA MEXLY 0GyJAIONMMUCA | IPEMO/IaBaTesAMM 1e-
pes cucTeMy JTHUHbIX KAOMHETOB CTy/CHTOB, PACITOJIOKEHHBIX Ha OQUITHATEHOM caiite
YHHBEPCHTETA B mﬂbopMaunoHﬂo—reneKOMMyHnKauHOHHoﬁ cetn «VHTEpHET» MO alpe-
cy https://student.knastu.ru. Cosnannas nEGOPMALOHHO-00pa3oBaTebHast CPE/a 03~
BOJISIET OCYLIECTBIIATh B3aHMONIEHCTBUC MEHKILY y4acTHHKaMH 00pa3oBaTeNbHOro Ipo-
1[eCCa TIOCPE/ICTBOM OPraHM3allHH AHCTAHIMOHHOTO KOHCYJIBTHPOBAHHU [10 BONPOCAM
BEITIOJHEHHS IPAKTHIECKAX 3a/1atuii. MaTepuansl IaHHOrO Kypea (7 ceMecTp) BBIIOXKE-

e na opran JO KuAI'Y 1 oprasu3an
[UIMHBI IPOBOLKTCS C MPUBJICICHAEM JHCTAHL

8.5 JImmen3MOHHOE IPOrpaMMHOE ofecnedeHue,
ocymecTB/IeHHH 00pa3oBaTe

Ta6muua 5 — [lepeueHpb HCIOJIb3Y

sl B3aUMOJIEHCTBHS B paMKax JIAaHHOW THCIH-
HOHHBIX TEXHOJIOTHH.

MCnoJib3yeMoe npu
JILHOTO Mmpoinecca o JUCHHIIIHHE

€MOTI'0 HpOI‘paMMHOFO oOecreueHus

Haumenosanue [10

PexBH3UTHI

—

Microsoft® Windows
Professional 7 Russian

Jlunensuorb ceprudukar N

46243844 ot 09.12.2009

Open Office miu asajor

CB06OIHO-PACTIPOCTPAHAEMOC

OnepanyoHHas cucTeMa Kali
Linux w¥ aHajior cojepia-
mas HeoOX0IMMBIE MOZLY I
U1 aHAJIHM3a 3alHIIEHHOCTH

CB060aHO-PACIIPOCTPAHIEMOE

OnepargoHHas CHCTEMA
Ubuntu WiIg aHauior

CB0BOIHO-PACTIPOCTPAHAEMOE

Tunepeusop Virtual Box mmu
aHasor

CB0GOJHO-PACIIPOCTPAHAEMOE

O6o3pesarens Google Chrome
WJIH aHAJIOT

CB0o60IHO-PacIpoCTPAHIEMOE

BupryanbHbIE MAIIMHEL CO-
[JIACHO TIEPEYHIO H3 QOHIOB
OLIEHOYHBIX CPEICTB A JUC-
LATUIHHB

CB00OIHO-PACIIPOCTPAHAEMOC

Parrot OS

CBo6OIHO-PACIIPOCTPAHACMOE

9 Opralmsalmonﬂo-nenaromqeckue yca0BHS



Opranuzais 06pa3oBaTeNbHOro mporecca perjiaMeHTHpYeTCs yIeOHbIM ILIAaHOM H pac-
rcaHueM YUeOHBIX 3aHATUH. S3BIK o6Gyuenus (Ipeno/aBaHusL) — pycckuii. Jlnsa Bcex BHIOB
ayUTOPHBIX 3aHATUN aKaeMHYECKHi 4ac yCTaHaBIMBACTCA IIPOJIOJDKATEIBHOCTBIO 45 MUHYT.

Tlpu ¢dopMupoBaHUH CcBOeil HHIMBALYAIBHON 06pa3soBaTENbHON TPAaCKTOPHH o0yyvaro-
[pifcs MMeeT MPaBo Ha Mepe3adeT COOTBETCTBYIOMIMX JECLATIIEH ¥ IPO(eCCHOHATBHBIX MOy~
Jieit, OCBOGHHBIX B IIPOTIECCE HPEAIIECTBYOIIETO 0GyueHHs, KOTOPHIH 0CBOOOXKIAET o0yuaronie-
rocst OT HEOOXOMHMOCTH HX IIOBTOPHOTO OCBOCHHUAL.

9.1 O6pa3oBaTe/lbHbIE TEXHOJIOTHH

VyeGHBIi MPOLECC MPH NPEMOABAHAN Kypea OCHOBBIBACTCA Ha MCIIOJIb30BaHAK TPaJu-
{MOHHBIX, HHHOBALMOHHBIX M HH(OPMAIHOHHBIX 06pa3oBATE/BHEIX TEXHOJIOTUH. TpaauoH-
HEle 05pa3oBaTeIbHBIE TEXHOIOTHH MPEeJICTAB/ICHE] JIeKITMSAME M CEMUHAPCKUMHE (IIPaKTHYECKH-
M) 3aHATHAME. VIHHOBAIMOHHbIC 06pasoBaTeNbHBIE TEXHOIOTHH HCTIONB3YIOTCA B BHJIC LIHAPO-
KOro MpUMEHEHHs aKTUBHBIX M HHTCPAKTHBHBIX dopm mpoBeieHUs 3aHATHEL. HudopMalmoHHbIE
o6pasoBaTe/bHBIE TEXHONOIMH Pean3yioTes MyTeM AKTHBH3AINE CAMOCTOATENBHOM PadoThI
CTYZIEHTOB B HH(OPMALHOHHOH 06pa3oBaTelbHOM Cpezie.

9.2 3auaTHA JeKIHOHHOr0 THIA

JleKIEOHHBIH Kype TpeAnonaraeT CHCTeMaTH3HPOBAHHOS H3/I0’KEHHE OCHOBHBIX BOIIPO-
COB y4eOHOrO IIaHA.

Ha nepBoit JIEKLHK JEKTOP 00s3aH MPeNynpe/iTh CTY/ICHTOB, IPHMEHUTEIBHO K KAKOMY
GazoBoMy yIeOHHKY (yaeOHUKaM, yaeOHBIM MToco0HAM) OyAeT MPOUHTAH Kype.

JIeKIMOHHBIN KypC AOJUKEH aBaTh HanGoBIIH 06beM HEGOpMAIHH H o0ecreunBaTh
Goree TyGoKOe IOHAMAHHE Y4eGHEIX BOTIPOCOB NIPH 3HAYMTELHO MEHBIICH 3aTpare BPEMCHH,
geM 3710 TpeGyeTcs GONBIIMHCTBY CTY/[CHTOB Ha CAMOCTOATE/IBHOC H3ydeHHEe MaTepuaa.

9.3 3auATHA CEMHHAPCKOr0 THNA

CeMMHAPCKHE 3aHATAS IPEACTABIIOT COOOH ACTATH3AIIMIO JIEKIIMOHHOTO TEOPETHYECKO-
r0 MaTepHaia, IPOBOAATCA B IEIX 3aKperUIeHHA Kypea | OXBATBIBAIOT BCE OCHOBHbIE PA3JIEIBL.

OcHOBHO# (HOPMOJ MPOBEAEHNS CCMHHAPOB ABIACTCH obcysKnenre Haubonee mpobem-
HEIX ¥ CJIOJKHBIX BOTIPOCOB IIO OT/ETBHBIM TeMaM, a TaKKe pa36op NMPHUMEPOB U CATYalui B
Ay/IATOPHBIX YCTOBHAX. B 00f3aHHOCTH NPeroasaTe/ii BXOJIAT: OKa3aHHE METOMIECKOMH II0-
MOLLE H KOHCYJIFTHPOBAHHE CTY/ICHTOB II0 COOTBETCTBYIOLIIM TeMaM Kypca.

AKTHBHOCTD HA CEMHHAPCKHX 3aHATHAX OLCHHBACTCS 11O CICIYIOMMM KPUTEPHAM:

. OTBETHI HA BOIPOCHI, IIpeUTaraeMble IPEIoaaBaTeneM;

- ydyacTHe B IUCKYCCHSAX;

. BHITOTHEHME IPOEKTHBIX i WHBIX 3a[aHH;

- ACCHCTHPOBAHUE IPEMN0aBaTe/Iio B IPOBEICHIH 3aHATUH.

OTBeT N0JDKEH OBITh ApryMEHTHPOBAHHBIM, PasBEPHYTHIM, HE OHOCIIOKHEIM, COLEPKATH
CCBUIKY Ha MCTOYHUKH.

JloK/Iajbl ¥ OTMOHHPOBAHHE JOKIAJIOB [POBEPSIOT CTCICHE BJIAJEHHsT TEOPETUYECKHM
MaTepHaIoM, a TAKKe KOPPEKTHOCTb U CTPOTOCTH paccykIeHuH.

OleHuBaHUE 3aaHMH, BBIIONHEHHBIX Ha CEMHHAPCKOM 3aHATHH, BXOJMT B HAKOIIEH-
HYIO OIIEHKY.

9.4 CamocTosTeNbHAst padoTa 00yIAKMIXCS 0 U CIHILIHEE (Mo1yJTI0)

CamocTosenbHas pabora CTYACHTOB — 9TO MPOLECC aKTHUBHOTO, IeJICHAIIPABIIEHHOTO
npuoOpeTerns CTYyIACHTOM HOBBIX 3HaHuil, yMeHuH 6e3 HeNOCpPeICTBEHHOr0 yIacTh TIpernoaa-
BaTels, XapaKTepU3yIOUHHCs TpeIMETHOH HaIpaBIeHHOCTRIO, 3} QeKTHBHBIM KOHTPOJIEM K
OIEHKOM pe3yIbTaToB AeATETbHOCTH o0ywaromerocs.

Llenu caMOCTOSITeNbHOM PaboTHI:

. CHCTeMATH3allusl U 3aKpelUIeH e TOTyYeHHBIX TEOPETHUCCKUX 3HAHMI ¥ MPAKTHIECKUX
YMEHHH CTYACHTOB;



- yryTy6rieHHe U PACIIHPEHHE TEOPSTHYECKAX 3HAHHH;

- opMUpOBAHHE yMEHHH HCIIOJB30BATH HOPMaTHBHYIO H CTIPABOYHYIO HOKYMCHTALHIO,
CIEeNMATBHYIO JIUTEPATYDY;

- pa3BUTHE TO3HABATEIBHBIX CII0COBHOCTEH, AKTHBHOCTH CTY/IEHTOB, OTBCTCTBCHHOCTH
OpraHu30BaHHOCTH;

- (popMUpPOBAHUE CAMOCTOATEILHOCTH MBIIUIEHHs, TBOPUYECKOH WHUIMATHBEL, crocoOHo-
cTell K cCaMOpa3BUTHIO, CAMOCOBEPIICHCTBOBAHMIO caMOpeaTU3aliH;

+ pasBUTHE UCCIIENOBATENBCKHX yMEHUI i aKaJeMITIeCKHX HaBBIKOB.

CamocTosATeNbHAs paboTa MOKET OCYIIECTBIATECA HMHIMBAIYATHHO WK IPyNTaMHi CTy-
JICHTOB B 3aBUCHMOCTH OT lieJH, 00beMa, YPOBHS CIIOKHOCTH, KOHKPETHOH TeMaTHKH.

TeXHOIOTUs OpraHu3aiH CaMOCTOSTEIFHOM paboThl CTY/IEHTOB BKIIIOYAET HCIO/b305a-
Hve HHOPMALMOHHEIX U MaTePHATbHO-TEXHHIECKIX pecypcoB YHHBEPCHUTETA.

KoHTpons pe3ysibTaToB BHEay/[UTOPHOM CcaMOCTOATE/IbHOM paboThl CTYACHTOB MOXKCT
IPOXO/INTE B TIHCEMEHHOH, YCTHOM WM CMEIIanHo# thopwme.

CTy/IeHTBl JIOJDKHBI MOAXOIUTE K caMOCTOATEbHOM paboTe Kak K HaWBaKHEHIIEMY
CpeACTBY 3aKpeIlIeHUs H PasBUTHA TEOPETHUYECKHX 3HAHMIA, BBIPAOOTKE €IMHCTBA B3IJIANIOB HA
OTIenbHBIE BONPOCH Kypea, MPHOOpEeTeH s OPe/Ie/ICHHbIX HABBIKOB ¥ HCIIONB30BaHMsA mpodec-
CHOHAJIbHOM JIMTepaTyphl.

B jaHHOM TUCIMILIKHE B paMKax CaMOCTOATENbHOM paGoThl CTY/IEHThI BBIIOJIHSAIOT OLHY
KypcOBYIO paGOTy COCTOAILYIO U3 ZIBYX YacTe.

9.5 MeToauueckune yKa3anust 115l 00y4al0MHXCst 10 0CBOEHHIO I CIHILTHHET

Ipn W3yYeHHH AUCIHUILIAHBI O0YdaIOMHMCS 1eecoo0pasHo BBINOIHATE CIEAYIOLINC
PEKOMEH TAllHH

1. Msyuenue y4eOHOM IMCIUIIITHHEL 10/KHO BECTHCH CHCTEMaTHIECKH.

2. Toc/ie U3ydYeHHs KAKOro-mibo pasjerna o ydeOHUKy WK KOHCICKTHBIM Marepuanam
PEKOMEH/TYeTCs 10 IIAMSATH BOCIPOU3BECTH OCHOBHBIC TEPMUEHEL, onpeieleH s, TOHATAS pas/ie-
na.

3. Oco60e BHEMAHUE CIELYET YEATh BHITOJIHEHHIO OTIETOB [0 NPAKTIECKIM SaHiTH=
M ¥ MEIMBALYATHHBIM KOMILICKCHBIM 3a/laHHAM Ha CAMOCTOATCIILHYIO pabory.

4. Best TeMaTHKA BOIPOCOB, H3Y4aeMbIX CaMOCTOSTENBHO, 3a/1aeTCA Ha JCKLULAX nperio-
napaTeneM. VM ke IaioTCsl HCTOYHHKH (B NEPBYIO 0Y€PEAb BHOBD H3/AHHEIC B [IEPHOTIECKOMH
Hay4HO# HTepaType) AN GoJiee AeTalbHOrO IOHHMAHHUS BOIPOCOB, 03BYYEHHBIX Ha JIEKIHH.

IIpu caMoCTosTEIbHOM IpopaboTKe Kypea o0y4arolgecs JOJDKHBL:

+ IPOCMATPHUBATh OCHOBHBIE OTPE/IC/ICHI 1 (axTsl;

- [IOBTOPHTH 3aKOHCIIEKTUPOBAHHBIA Ha JCKIMOHHOM 3aHATHH MaTepual 4 JOIOJIHUTH
€ro ¢ Y4eTOM PEKOMEHIOBAHHOH 110 JaHHOH TeME THTEPaTypbl;

- U3YYHTH PEKOMEHIOBAHHYIO JIATEPATypy, COCTABIATE TE3HCEL, AHHOTAIUK U KOHCIIEKTHI
HanboJee BaKHBIX MOMEHTOB]

. CAMOCTOSTENHHO BBIIONHSATH 3a/JaHMs, AHAIOTHYHbIE IIPeJIaraéMbIM Ha 3aHATHSIX;

. HCIIONB30BATH UL CAMONPOBEPKH MaTepuasIsl HOHIA OLCHOUHBIX CPE/ICTE.

1. MeToanuecKne yKa3aHus IpH paGore HAl KOHCHEKTOM JICKIHH

B xo/ie JEKIMOHHBIX 3aHATHII HEOGXO/MMO BECTH KOHCIIEKTHPOBAHHC yaebroro Marepuaia. O6-
paimath BHHMaHHe Ha KaTEropuH, (popMyTMPOBKH, PACKPBIBAIOLIHE COAEPIKAHNE TEX I MHBIX ABNEHUH
M MPOLIECCOB, Hay4HbIC BBIBO/IbI U ﬂpaKTlfI‘-IeCKHe pﬂ(OM@HlIaL[HH, HOHO)KYITeJIBH]:I}"‘I OIIBIT B OPaTOpCKOM
HCKyCCTBe. JKenarenpHO OCTaBUTH B paﬁoqax KOHCIIEKTax I10Jif, Ha KOTOPbIX nesaTh NOMETKH M3 peKo-
MeH}lOBaHHOﬁ JIMTEPATypPhl, JIOTIOJIHS O HE maTrepuall npocnymauﬂoﬁ JIEKIIMH, a TAKKEe noJ4epKUBaIO-
[e 0coByI0 BOKHOCTD TeX WM HHBIX T€OPETHUECKHX MOJI0IKEH i, 3a/1aBaTh [PeroiaBaTelio YTOUHA-
[LIMe BOTIPOCHI C LIEJIBIO YSICHEHHS TEOPETHICCKHX TOJIOYKeHHH, Pa3pellleHHsl CIIOPHBIX CHTYaLHH.

2. MeTomaueckie YKa3aHus 10 caMoCToATe IbHOM paGore HaJ H3yIaeMbIM MaTepHa-
JIOM M NIPH MOArOTOBKE K J1a00paToOPHbIM 3aHATHAM



HaudHaTh HAJO0 C W3YYCHUA PeKOMeH/IOBAHHO# JTHTEPATypEI. Heo6X0AMMO TIOMHHTD, 4TO Ha JIeK-
LM 0BBIMHO PACCMATPHBAETCS HE BECh Marepnal, a TOJIBKO €ro uacTh, OcrarnbHas ero 4acTh BOCTIONHA-
eTCs B MpOLIECCe CaMOCTOATENBHOM paboTbl. B cBA3H ¢ 9THM pa6oTa ¢ PeKOMeH/10BaHHOMH nnTepaTypoi
obszaTenpHa. Ocoboe BHUMAHHE IpH 9TOM HeoGX0MMMO OBPATHTH Ha COJEpAKaHHe OCHOBHBIX MONIOzKe:
HHii M BBIBOJIOB, O0BACHEHHe ABeHUH 1 (aKToB, YACHEHUE [IPaKTHYECKOro MPUIIOKEHHs paceMaTprBac:
MBIX TEOpETHUECKHX BOTPOcoB. B npouecce 3TOMH paGoTl HeoGXOMMO CTPEMHTBCA MOHATE 1 3anOMHHTh
OCHOBHBIE TIONIOYKEHHs PACCMATPHBAEMOTO MaTepHaa, MPUMEpDL, OSICHSIOLME €ro, a TaKiKe pazobpaThb-
ol B WITIOCTPATHBHOM MaTepuaie. OpopMIATE OTHETH! ClleflyeT PyKOBOJCTBYACH BHYTPEHHMMU HOPMa-
TusHbIMH AoKyMeHTaMK KHAT'Y.

3. MeToam4ecKne yKa3aHHsi 110 BBINOJIHEHHIO KypcoBoii paboThI

TeopeTuuecKas 4acTb KypcoBoH pabOTHI BHIIOHAETCA M0 YCTAHOBICHHBIM TOMaM ¢ HMCIOJIb30Ba-
HUEM MPAKTHIECKHX MaTepHasIoB. K Kauoi Teme KypcoBoii paGoThl peKOMEHyCeTCA HpUMEpHBIH Tiepe-
4eHb y3JIOBBIX BOIMPOCOB, CIIMCOK HEOBXOAMMON JTHTepaTyphl. M3aras BONpoCk! TeMbl, CIICAYeT cTporo
NpUIEePKHBATECS TUIAHA. PaGota He MOKHA NPEACTABIAT MEpeckas OTACHBHBIX AR yueOHHKa HITH
yueGHoro nocodus. HeoBX0HMO H3I0KHTH COOCTBEHHDIE cO0BpaXKEeHHUs 10 CYIIECTBY M3J1araeMeIx BO-
TPOCOB, BHECTH CBOH MPEUIONKECHU. OB e 0710KeH’s AOIKHBI GBITh MOAKPETUIEHbL 1 MOACHEHET KOH-
KPETHBIMU TPUMEPAMH. ManaraeMblii MaTepra IpH HEOOXOAMMOCTH CIIENYET TpOH/LTIOCTPHPOBATH Tab-
JIML@MH, CXEMaMHU, MarpaMMamMu.

10 Onucanme MATEPHAIBHO-TEXHHIECKOr0 obecrnevenus, HeOOX0AHMOT0 IS
ocynecTBIEHHS 06pa30BATENLHOr0 Nponecca 110 AHCHHILIMHE (MOIYJII0)

10.1 Vue6uo-1adoparopHoe ofopyaoBanme

Ta6muna 6 — Ilepeders 060py/I0BaHAA nabopaTopUK
HammeHoBaHUE 2y TUTOPUH

AyIUTOPHUS (naBoparTophx) Hcronp3yemoe 000pyoBaHIe

202/5 JlaGopaTopust  [POrpamMMHO- C31 HCJT Secret Net, C3U1 HCJL Dallas Lock,
anmapaTHBIX CPELCTB 3alUThI 31 HCJ Crpax NT, C3M HCJl Ilur PXI,
pH(OpMALIH C3U HCJI Aypa ,C31 HCJL Kpunron ,C3U HCI

Axxopn, ®UKC, Pesusop 1,2 xak Ui oIepari-
omHBIX cucTeMm cemedicTBa Windows Tak M UL
Linux, Pesuszop Cern 2.0, AHAIM3aTOp CETEBOTO
tpadpduka ACTpa,ATEHT HHBCHTAPU3ALHH ce-
i, Ckanep ceTeBoi 6e301aCHOCTH XSpider, Te-
poep, Secret Net Touch Memory Card, Kpunrox
AMJI3, Axxopa AM]I3, KpuntolIPO  APM,
,CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, HoyrOyk ¢ Windows 7+IIpoeKTOp.
16 IIPBM Ha 6a3e IPOLECCOPOB HE HIKE Intel
Pentium IV

10.2 Texua4YecKHe H WIEKTPOHHBIE CPEACTBA 00y4eHHs

JlexnuoHHbIE 3AHATHS

AyaUTOPHH JUTS JIEKITHOHHBIX 3aHATHH YKOMIUIEKTOBAHb MEGEIBIO M TEXHUICCKUMHE CPel-
cTBAMH OOYUEHHs, CIYKAIUMU VIS MPECTABICHIA yue6HOM uH(OpMaImy GONBIION ayIHTO-
pun (HaGOpEl AEMOHCTPALMOHHOTO oGopyaoBanus (IPOCKTOP, SKpPaH, KOMITBEOTEP/HOYTOYK),
yue6HO-HArTIsIHbIE TOCO0H, TEMATHICCKHE AJUTIOCTPALHH ).

JlaGopaTopHbIe 3aHATHS



st MaGOpPaTOPHEIX 3aHATHH HCIIONB3YETCH aymatopus Ne_202_, OCHAIICHHAS obopyno-
panMeM, yKazaHHBIM B TalIL 8:

CamocTosiTe/IbHAS paboTa.

[loMeIeHus s CaMOCTOATETBHOM paboTE! OCHAIICHBI KOMITBIOTEPHOH TEXHHKOH ¢ BO3-
MOJKHOCTBIO TIOJKITIOUEHHS K ceTH «IHTepHEeT» U JOCTYIOM K 5I1eKTPOHHOH HHHOPMATHOHHO-
o6pazoBarenbHOI CPEle KuAl'Y:

- yuramsHsn 3a1 HTB KEAT'Y;

- KOMTIBIOTEPHBIE KI1acchl (aya. 311 xopmyc Ne 5, ayn. 205 xopmyc Ne 5, ayn. 313 xopmyc
Ne 5).

11 Huble cBeICHHS

MeroauyecKue pelcomel-mamm mo Oﬁy‘leHI/HO JIMII € OFPHHH‘ICHHLIMH BO3MOKHO-
CTSIMH 300pOBbS H HHBAJIHI0B

OcBoeHre JMCHUIIIHHE 00YJAIOMUMACS € OTPAHHICHHBIMH BO3MOYKHOCTSMH 3/10POBBS
MOeT OBITh OPTaHH30BaHO Kak COBMECTHO C JPyIHMH 06ydJalomuMHCs, Tak U B OTACIBHBIX
rpymnax. [IpeanosararoTes CIeIHATIbHbIC YCIOBHS JUISL HOTYIEHHS o6pasoBaHus 00yYAIOIIMMU-
¢S ¢ OrpaHAYEHHBIMA BO3MOXHOCTAMH 3/(0POBBA.

l'[poq)eccopcxo—nenarormecmﬁ COCTAB 3HAKOMHTCS C IICHXOJIOro-(u3HoJIOTHICCKUMH
0COBGEHHOCTSAMH O0YYAIONMXCs HHBAIMIOB H JIHI © OrpaHHYEHHBIMH BO3MOXKHOCTAMH 3/10p0-
BbsI, MHJMBULYaIGHBIMU IIPOrpaMMaMH peaCuIATalMM HHBATH/IOB (npu manuamn). [Ipa Heob-
XOMMOCTH OCYIIECTBIISETCS AOTIONHHTENbHAL TIOIEPARKa [pernoiaBanys ThIOTOPaMH, HCHX0-
JIOTAMH, COLHATBHBIME PAOOTHUKAMHE, IPOMIEIITMA [OATOTOBKY aCCHCTEHTAMHM.

B COOTBETCTBHH C METOJHUSCKAME PEKOMCHAIAAMH Muno6prayku PP (yTB. 8 anpeit
2014 r. N AK-44/058H) B Kypce mpenonaraeTcs HCIIONB30BaTh COLHAIBHO-AKTUBHBIC K Pe-
heKCHBHbIC METOIB! 00Y4eHH, TEXHOIOTHA COIMOKYJIFTYPHOM peabuIuTaliy ¢ IEIBIo 0Kasa-
HUS TIOMOIIM B YCTAHOBJIEHUH MOJHOICHHBIX MEK/IHYHOCTHBIX OTHOIIEHHH C IPYrHMH CTYACH-
TaMHM, CO3/aHAH KOM(pOPTHOrO TCHXOJIOTHIECKOT0 KIHMAara B CTYJIeHYECKOi TPyIIIE. TTonGop u
paspaboTKa y4eOHBIX MATEPHAIOB IPOH3BOIITCA C yueToM NPEIOCTABIECHNA MaTepuana B pas-
NMUUHBIX (hopMax: aymuajbHOM, BU3YaNbHOI, C MCIONB30BAHHEM CIICUHALHEIX TEXHUYECKHX
cpeacTs B HHPOPMAIHOHHBIX CHCTCM.

Ocpoenue mucnummeb mnamua ¢ OB3 ocylecTBIACTCA C KCIIONIb30BAHUEM CPEZICTB
0Gyderus 0OIIEro U CHEHATBHOTO HA3HATCHH (IepCOHABHOTO H KOJUIEKTHBHOIO MCIOJIB30-
pauns). MarepHalbHO-TEXHHYCCKOe obecrieueHne IpeaycMaTpuBacT IpHCIocoOIeH e ayuTo-
puii k HyKmam jman ¢ OB3.

dopma TPOBEICHUS aTTeCTaluK Il CTY/IEHTOB-HHBA/IA/IOB YCTAHABIMBACTCA € y4eToM
MHIMBHIYAIBHEIX ICHXO(UIHIECKAX ocobermocteit. [l crynentos ¢ OB3 mpeycMaTpHBacT-
cs gocTynHas (popMa IpesoCTaBICHHA 3aanuii OIeHOYHBIX CPE/ICTB, @ UMCHHO:

"B ImeuaTHON WM 3IEKTPOHHOH Qopme (ams ML C HapyUICHHAMH OIOPHO-
JIBUrATeNIbHOTO anapara);

. B Ie9aTHON (POPME HIIH NEKTPOHHOH (bopme ¢ yBEMICHHBIM mpud)TOM H KOHTPacTHO-
CTHIO (JUTs JIHII ¢ HAPYIICHUAMH CIIYXa, pem, 3pEHHA);

. METOJIOM YTEHHS ACCHCTEHTOM 3aJlaHusl BCIYX (nu1st 7ML ¢ HApYIICHUAMH 3peHHUA).

CTy[IeHTaM ¢ MHBATH/HOCTBIO YBEIHIHBACTCA BPeM: Ha TIOATOTOBKY OTBETOB Ha KOH-
TpOJIbHBIE BONPOCHL. JUIA TaKMX CTYACHTOB TIpeTyCcMaTpUBACTCs JOCTYIHAs (opma IpeaocTaB-
JleHns OTBETOB Ha 3aJaHusl, 8 AMEHHO:

. IMCBMEHHO Ha Gymare WM HaGOpOM OTBETOB HA KOMILIOTEPE (s HL ¢ HApYIICHHUA-
MH CITyXa, PedH);

- BBHIGOPOM OTBETA M3 BO3MOXKHBIX BAPHAHTOB € HCIIOB30BAHMEM YCITYT aCCHCTEHTa (A
JIAL] ¢ HAPYIICHHAMH OLIOPHO-/IBUIaTCIBHOIO anmapara);

- YCTHO (JUIst JIMIL € HAPYIICHHAMH 3pEHH, OIIOpHO-IBHTaTEILHOTO arnmapara).



IIpu HEOOXOMMMOCTH JUIL 06yJaroIKXCs ¢ HHBATHIHOCTBIO IPOLEypa OLICHUBAHHS pe-
3y/IBTATOB O0YYEHHS MOXKET IIPOBOJUTLCA B HECKOJIBKO HTATOB.



Tpunoxenue 1

®OH/] OI[EHOYHBIX CPEJCTB!

no AHCHHUIVIHHE

Anajan3 3alHIIEHHOCTH pacnpeneneﬂﬁblx HH(l)OpMaIIHOHHle CHCTEM

: HanpasieH#e IO IrOTOBKH

i Tox Havaia MOArOTOBKK
(no yuetromy niamny)

®opma 06ydeHHs

i TexHoorus 00y<ICHHA

70.05.03 "Hugpopmayuonnas 6e30nacHocns

MpAOUYUOHHAA

6e30NACHOCINb A8MOMAMU3UPOGAHHBLX
CUCMEM

| B {aHHOM IPHJIOXKEHHH TIPEICTABIIEHB] THIIOBBIE OLCHOYHBIC CPE/ICTEA. IToMHBIH KOMILIEKT
OIEHOYHBIX CPEJICTB, BKIIOHAIOIINH BCE BAPUAHTE 3a7aHuil (TECTOB, KOHTPOIBHBIX PAGOT H Ip.),
[IpeJIIAraeMbIX 00yatoIEMyCsl, XpaHHTCs Ha xaenpe B OyMaKHOM H SJICKTPOHHOM BHIC.



1 TlepeyeHs mIaHHPYEMBIX pe3yIbTATOB 00yveHNsI 10 NUCUHIITHHE (mMoay.m0),
COOTHECEHHBIX ¢ IIAHHPYEMBIMH pe3yabTaTaMu 00pa30BaTEILHOI HPOrpaMMBI

Ta6nuna 1 — KoMmeTeHIHN U IIAHHPYEMBIE Pe3yIIbTATRI oOyueHus Mo MCLUIUIHHE

Kon 1 HanMeHOBaHHe

[LiasupyeMBie pe3yIbTaTsl 00y4eH s N0 JHCUHILTHHE

KOMITETEHLIHH . .
TETEHL IepeveHb 3HAHUH IepeyeHb yMEHHH [TepeueHb HABBIKOB
ITpodeccronanbHEIE
croco6uocteio  mpo- | 31(TK-3-2) 3HaTh oC- Y1(IIK-3-2) crpouts | HI(IIK-3-2)  mpoe-
BOAWTH @HANM3 3a- | HOBHBIE IOAXOMBI K | TJIaH HpOBE/EHN)s | ICHHA aHamu3a  3a-
[IUIIEHHOCTH  aBTO- | POBEICHUIO aHANH3a | aHAIH3a CHCTEMBI | IMIIEHHOCTH  aBTO-
MaTH3MPOBAHHBIX CH- | 3AIIMIIEHHOCTH  aB- | 3AlIATBl aBTOMaTH3H- MAaTH3HPOBAHHBIX CH-
crem (TIK-3) TOMAaTH3UPOBAHHBIX pPOBaHHBIX CHCTEM CTEM

CHCTEM

cI1oc0OHOCTBIO BBI-
TIOJIHATE TTOJHBIH
o0BeM paboT, cBs-
3aHHBIX C peaju3alu-
el YaCTHBIX IMOJIMTHK
HHGPOPMATHOHHOH
6€e30I1acHOCTH aBTO-
MAaTH3HPOBAHHOH CH-
CTEMEI, OCYIIIECTB-
JIATH MOHUTOPHHT K
ayuT 6e30MacHOCTH
ABTOMATH3HPOBAHHOM

cucremsl (I1K-27)

31(TIK-27-3) ocHOB-
HBIE OTEYECTBEHHBIC
1 3apyOesxHLIE HOp-
MAaTHBHBIE U METOJH-
gyeckHe  JOKYMEHTBI
Mo aHauu3dy 3alid-
LICHHOCTH

V1(IIK-27-3) mposo- | HI(ITK-27-3) mpoBo-
JUTH OKCIIEPTH3y 10- | AMTh ayauT Gesomac-
KyMEHTALUUK Ha MH- | HOCTH pacrpe/eNcH-

(bopMaIOHHYIO
cremy

CH- | HBIX HHq‘)OpMaIII/IOH-
HBIX CHCTEM

Tabnuua 2 — [acnopT GhoHIA OLEHOYHBIX CPENICTB

Konrpoaupyemsbie
paszeJisl (TeMbI)
MM CLHUILTHHBI

KOMIIETCHIHSA

dopmupyemasi | HaumenoBaHme

OLIEHOYHOI'0
cpeacTBa

TToxka3zaTean OUEHKH

AHanu3  3allUuIIeHHOCTH
APM 6e3 cHcTeMBI 3alii-
T8I, AHaIM3 3amumieHno- | [TK-3-2
ctru APM ¢ cucremoit

3alIUThI

JIaGopaTopHas pa-
Gora 1

YMeHue COCTaBATh IUIaH
TECTHPOBAHHMS Vmenue
OCYILECTBIATh AaHAIM3 3a-
[UILIEHHOCTH H30JIHAPOBaH-
HbIX APM

AHaJIH3 3aIUIIEHHOCTH
pacmpezeenHoit uaop-
MAIMOHHOH CUCTEMEI I10-
CTPOEHHOH Ha cepBepe
6e3omacHocTH Secret Net
Studio. Ananmu3 3amy-
HIEHHOCTH pPacnpeneIcH-

T1K-3-2

JlaGoparopHas pa-
6ota 2

VMeHHEe COCTABIATH ILIAH
aHanM3a 3AIUIIEHHOCTH
pacmpeneneHHbX  HH(OD-
MAIHOHHBIX CHCTEM YMe-
HHE [pPOBOAHUTH AHAIM3 3a-
[UIIEHHOCTH ZIOMEHOB 0e3-
ONAaCHOCTH




HOM MH(OPMAIHOHHOH
CHCTEMBI IOCTPOEHHOM Ha
cepBepe 0€30MacHOCTH

Dallas Lock
Vassumocta o OWASP VMeHHE OCYILECTBIIATh I10-
Top 10 TK-27-4 Kypcosas paGora HCK yA3BHMOCTEH B pacrpe-

NeNeHHBIX  HHPOPMAIMOH-
HBIX CHCTEMAaX
TIpOMEKYTOUHAs ATTECTAlNA B CEIbMOM CEMECTPE IPOBOJMTCS B (hopme 3adeTa ¢ OlCH-

2 MeroxHuecKue MATEPHA/IbI, ONPe/IesIoNHe HPOUCAypBl OLeHHBAHHS 3HAHUM,
yMeHHii, HABBIKOB U (M/IH) OTBITA NeATENLHOCTH, XapaKkTepH3yIHe npouece
dopMupOBaHHA KoMIETeHIHi

MeToMuecK e MaTePHAIBI, ONPEENAIONIIe IPOLE/y Pl OLlCHABAHMA 3HAHUH, YMEHHH,
HABBIKOB U (MIIM) OIBITA JEATEIBHOCTH, TIPECTABJICHEI B BHJIC TEXHOJIOIHYECKOW KapThl MHCIH-
wines! (Tabnuua 3).

Ta6muna 3 — TexHoorugeckas Kkapra

HaumenoBanue
OIIEHOYHOTO
cpecTBa

Cpoxu [xana owe- Kpurepun
BBITNOJTHEHHA HIBaHHUA OLICHUBAHHS

7 cemecTp
TTpoMeKyTOUHAs aTTecTALMs B dopme 3a4eTa ¢ OUCHKOH

1 JlabopartopHas B Tevenue 25 bamnos 25 GaIIoB - CTYIEHT IPABUIBHO
pabora 1 Ne 1 cemecTpa BBITONHAI 3aanue, [Tokazan oT-
JIMYHBIE 3HAHKS, HABBIKM H YMEHHA
B PaMKaX OCBOEHHOTO y4eGHOro
Marepuana.

20 Gaya - CTYJEHT BBIITOJIHMIT 3a-
nauue, ¢ HeOOIBIIUMH HETOYHO-
ctsvi. TTokazalt xopomue 3HaHu,
HABBIKM 1 YMEHHS B paMKax OCBO-
eHHOro y4eOHOro MaTepuaa.

15 6asuia - CTYAEHT BBIMOTHUIL 3a-
[IAHHE C CYIECTBEHHBIMA HETOYHO-
ctsamu. [Toxaza yIaoBIeTBOPH-
TeTbHblE 3HAHKS, HAaBBIKH H YMEHH
B PAMKaX OCBOCHHOTO Y4eGHOTO
MaTepuaa.

8 GaJuia - IpH BBITIOJHEHHH 3a/a-
HUS CTY/IEHT IIPOJIEMOHCTPUPOBATT
HeJI0CTATOUHBIHA YPOBEHD 3HAHHH.

(0 GayUIOB — 34/IAHHE HE BBLIIIOTHEHO.

2 | JlaBoparopHas B Teuenue 25 bayuioB 25 6aIoB - CTYAEHT IIPaBUIBHO
paota Ne 2 ceMecTpa BEITIOJTHIUI 3a1aHke. [lokasan oT-
JTMUHbIE 3HAHUS, HABBIKA H YMECHHS
B paMKaX OCBOEHHOTO Y4eGHOr0
MaTtepHana.

20 6ayna - CTYACHT BBIIOJIHHIII 3a-
naHve ¢ HeGOIBIIIMH HETOYHO-
cramu. [Tokasal Xopoluve 3HaHHA,




Hgﬂyggggg;{:e Cpoxu ITxana oue- Kpurepuu
BBIIOTHEHH HABaHUA OLIEHUBAHHUSA
CpelcTBa

HaBBIKH M YMEHHUs B paMKaX OCBO-
eHHOro yueOHOro MaTepuaia.
15 6aja - CTyIeHT BBITIOIHKII 3a-
TTAHWE C CYIeCTBEHHBIMH HETOTHO-
cTamu. [Toxasan y10BIETBOPH-
TebHbIC 3HAHVS, HABBIKH H YMCHH
B paMKax OCBOGHHOTO y4eOHOr0
Marepuaa.
§ Gayuta - IPH BBIIOJIHEHUH 3a/1a-
HUS CTYIEHT IPOJIEMOHCTPHPOBAT
HEJIOCTATOYHEIH YPOBEHD 3HAHUM.
0 6a/UTOB — 3alaHde He BBIIOIHEHO.

UTOT'O: % 50 -

OaioB

Kpurepu OIEHKH Pe3yIbTaToB 06yueHH s 110 JIACIUIIMHE:

0 — 64 % OT MAKCHMAJBHO BO3MOXHOH CyMMBI OaIOB — «HEYIOBIETBOPHTCILHO»

(HenoCcTaTOUHBIH YPOBCHD I IPOMEKYTOUHOH aTTeCTallit 10 JIMCIUTIIHHE);

65 — 74 % oT MaKCHUMaJbHO BO3MOJKHOM CyMMBl OajuloB — «y/IOBIIETBOPUTELHO»

(moporoBhIi (MHHHMATBHBIH) YPOBEHB);

75 — 84 % 0T MAKCHMAJIBHO BO3MOXKHON CYMMBI GaILIOB — «XOPOILOY» (CpeIHui YPOBEHD);

85 — 100 % OT MAKCHMAJILHO BO3MOYKHOI CyMMBI GALIOB — KOTIHYHO» (BBICOKMH (MaKCHMAab-
HBI1) YpOBEHb)

JIONONHKTENBHO CTYJIEHT HOJIKEH OCBOMTL Kype «AHAIM3 3aIUIIEHHOCTH PacipeeNeHHbIX
uH(OPMALIMOHHEIX CHCTEM) Ha IOPTajle JIO ®I'5OY BO KnAI'Y

«7» cemecTp
Hpomesicymounan ammecmayu 6 dopme «KP»

Tlo pesynbTaraM 3aIMTBl KypcOBOIO TPOCKTA (paboThI) BEICTABISIETCA OUCHKA IO 4-
GaJUIBPHOMN IIKaJIE OLCHUBAHUS

- OLIEHKA «OMIUYHO» BBICTABIIAETCA CTYJEHTY, ecld B paGoTe COmEpHKATCA HIEMEHTDL
Hay4HOTO TBOPYECTBA H JENAIOTCS CAMOCTOSTENbHAIC BBIBOJILL, JIOCTATHYTBI BCE Pe3yJibTaThl, yKa-
3aHHBIE B 3aJlaHWM, Ka4€CTBO Oq)OPMHGHHﬂ oT4yeTa COOTBETCTBYET yCTaHOBJ'IeHHblM B BY3€ Tpeﬁosa-
HUSAM U TIPH 3amurTe CTYACHT TNPOSIBHUIT OTJIMYHOE BJIAJIEHHE MaTepHaioM pa60Tbl H CHOCO6HOCTB
aprMeHTHpOBaHO oTBe4aTb Ha MOCTaB/IeHHbIE BOTIPOCHI o TeMeE pa6OTbI;

L4 OLEHKa ((XOPOWO)) BBICTABJISIETCS CTYZAEHTY, €CJIh B pa60Te JOCTUTHYTBI BCE pezynb'ra-
TBI, yKaBaHHble B 3aJaHuM, Ka4yecTBO Oq)OpMJ'IGHI/lﬂ oT4yeTa COOTBETCTBYET yCTaHOBJ'[CHHb[M B BY3€
TpeGOBaHMAM M TIPH 3alllMTe CTYACHT MPOABIIT XOpolLee BlIaJieHAe MaTepHaIoM paboTsI U ¢110co0-
HOCTb APryMEHTHPOBAHO OTBEYaTh Ha MOCTAB/ICHHBIC BOMPOCHI 11O Teme paGoThI;

- OllEHKA (VO061EMEOPUMENLHO) BHICTABIACTCS CTY/ICHTY, CCIIH B paGoTe JOCTHTHYTHI
OCHOBHBIE pe3ynbra"rbl, yKaBaHHbIE B 3aJJaHUH, Ka4YeCTBO O(bOpM.T[eHPIH oT4yeTra B OCHOBHOM COOTBET-
CTBYET yCTaHOBJ’[eHHLIM B BY3€ TpeGOBaHHﬂM U npu 3aluTe CTYACHT TIPOABMII ynoane‘rBopHTeanoe
BJIaicHUE MaTepHajioM pa60TBl H CcrocoOHOCTH OTBEYATh HA GOJIBLIMHCTBO MOCTABJICHHBIX BOMPOCOB
10 Teme paboThl;

= OLECHKa «Heyt)oe.flemeopumeﬂbﬂo» BBICTAB/IsAeTCA CTYACHTY, €CJIh B pa60’re HE AOCTUI-
HYTbI OCHOBHBIE pesyanaTbl, yKaSaHHBIe B 3a/IaHUH UITH Ka4yecTBO O(t)OPMJ'ICHPlﬂ. oT4yeTra He COOTBET-
CTBYET YCTaHOBJICHHBIM B BY3¢ TpeGOBAHHAM, WIH MPH 3aHTE CTYACHT MpOSIBHI HEYAOBIETBOPH-
TelbHOE BJaJeHUe MaTcpuaoM paGOTbI M HE CMOI OTBETUTH Ha OOJIBLUMHCTBO MOCTABJICHHBIX BO-
MIPOCOB 10 TeMe PadoThL.

3 Tunosble KOHTPOJbHbIE 3ATAHUA HJIH HHbIE MATEPHAILI, HeoGX0AMMbIe IS
OlEHKH 3HAHMIA, yMeHHil, HABLIKOB H (H/IH) ONbITA JNesiTeJbHOCTH, XapaKTepu-
3yromue npomecc ¢opMHpOBaHUA KOMIIEeTeHI il B X0/1e 0CBOeHHs 00pazoBa-
TeJILHOI MPOrpaMMbI




3.1 3agaHns IS TEKYIEro KOHTPOJIs yeneBaeMocTH
3ajaHus I TUCUAILUINHEL IPEJCTABICHEI Ha MOPTAJe JIO KHAT'Y.

Jla6opamopras paboma Nel

Heo6xomumo BEIOpaTs APM M cOTacoBarh €ro ¢ npernozasareneM. JIIs KaiAoro 3aiaHii
CMOJIE/THPOBATH HHIMICHT Ge30MacHOCTHA 1 IIPOBEPUTH €ro € MIOMOIIBIO CKaHepa.

3ananue 1.

Heo6xomumo wis npoussoisHoro APM m3 cocrasa naGopaTopHii, Ha KOTOPOM OTCYTCTBYET
YCTaHOBNEHHAs ¥ HACTPOCHHAL CUCTEMA 3alUTLL uH(bOpMALIIL, COCTABUTD IIaH aHaIu3a 1 Mpo-
BECTH AHAM3 3AIMIIEHHOCTH C UCIONB30BAHMEM CKAHEPa CKAHEP-BC, OpenVAS, ckasep 0T
Microsoft, AlienVault. IIpu 5TOM J0IYCTHMO IPOBECTH HapyLIEHHE TIEPEMeTpa CeTH (mozKmo-
YUTH HOYTOYK C 3AIlYIIEHHBIM CKAHEPOM B OIIHY IOJCCTE © HCCIIelyeMBIM XOCTOM H TIPHCBOHTE
cebe IP anpec U3 auana3oHa 192.168.1.0/24). Oruer ananu3aTopa BCTAaBUTH B OTUCT 11O nabopa-
TOpHOH.
3ananne 2

Heobxomumo st npomssoisHoro APM n3 cocrasa TabopaTopHii, Ha KOTOPOM IIPHCYTCTBY=
eT yCTAHOBJIEHHAs M HACTPOEHHAsd CHCTEMa 3alllHThbl WH(pOpPMALKH, COCTABATH IUIAH aHaNH3a 1
[IPOBECTH AHAJIH3 3AIUIIEHHOCTH C HCIOB30BAHNHCM ckanepa CKAHEP-BC, OpenVAS, cxanep
ot Microsoft, AlienVault. ITpu 5TOM JOIYCTHMO IPOBECTH HapylleHHE NEPUMETPa CETH (mon-
IOYHTH HOYTOYK C 3aIlyIICHHBIM CKaHepOM B OJHY HOACETH C HcclelyeMBIM XOCTOM M IIpH-
cBouTh cebe IP agpec U3 Auanasona 192.168.1.0/24). OTueT aHAM3aTOpa BCTABUTH B OTHET MO
11a60PaTOPHOH.

JlaGopamopraa paboma 2

Heo6xoxumo Beiopats APM 1 coracoBath €ro ¢ npenonasatenem. JUist KaiIoro saiatms
CMOJIE/TAPOBATE HHIM/ICHT Ge30I1aCHOCTH H POBEPHUTE €T0 ¢ IOMOLIBIO CKaHepa.
3ananne 1
B pacnpezenenHoi HH(OPMALMOHHOH CHCTEME HCTOIIB3YCTCA moMeH 6e30MacHOCTH M HECKITBKO
KOMIIBIOTEPOB BXOJIAIINX B JIOMEH Ha OCHOBE DL (HacTpoHKy IPOBOIAKT crynent). Heobxommumo
B COOTBETCTBHHM ¢ BAPHAHTOM COCTABUTB ILTaH TECTHPOBAHHS 1 IPOBECTH aHaJIM3 ¢ UCIOJIB30Ba-
nuem ckagepa CKAHEP-BC, OpenVAS, ckanep OT Microsoft, AlienVault.
3aganne 2
B pacmpezneneHHon HH(OPMALHOHHOH CHCTEME HCTIONB3YCTC:A IOMEH 6e3011aCHOCTH 1 HECKOJIb-
KO KOMITBIOTEPOB BXOJIAIIUX B TOMCH Ha OCHOBE SNS (HacTpoiKy MIPOBOAUT crynent). Heobxo-
JIEMO B COOTBETCTBHH C BAPMAHTOM COCTABUTD IINIAH TECTHPOBAHHS ¥ IPOBECTH aHAIA3 € HC-
nomssopanuem ckanepa CKAHEP-BC, OpenVAS, ckanep 0T Microsoft, AlienVault.

BapuadTsl.
MD COB XocThl
1 + + 1
2 + + 2
3 s a5 3
4 + & 4
5 + + 5
6 + - 1
7 + - 2
8 + 3
9 + - 4
10 + - 5
11 - + 1
12 - + 2




13 = + 3

14 : +
15 - + 5

B

O6o6wennan memamuxa u eapuaimet KP.

CrTyzenTHl pa3oHBAIOTCS Ha Naphl B COOTBETCTBHU €O CBOMM BaPHAHTOM H HCIIONB3YIOT B pabore
COOTBETCTBYIOIIYIO BHPTyabHyio MamuHy. JlomyckaeTes paGoTaTh ¢ BEPTYaIPHONH MAIMHOM
pacronoxennoit xe 8 @I'BOY BO KuAT'Y. ITpy HeoOXO0UMOCTH YCTAHOBJICHHS BAPHAHTOB TV
GONBIIErO KOMHYECTBA CTY/ICHTOB JaHHble BAPHAHTEI yCTAHABIHBAIOTCS PEIIOAABATEIICM.

Neo ITapa Marmmmaa

1 1 Web For Pentester II
2 2] DVWA

3 3 Metasploitable

ot 3 Metasploitable

5 5 Beebox

6 4 Web For Pentester [
7 5 Beebox

8 4 Web For Pentester 1
9 2 DVWA

10 1 Web For Pentester 11
1 6 bWAPP

12 6 bWAPP

13 7 Webgoat

14 7 Webgoat

Anpeca B ceTH (haKyIbTeTa KOMIIbIOTEPHBIX TEXHOJIOTHiI TIPEICTABIEHEl HIKE IS COOT-
BETCTBYIOIMMX BHUPTYAIbHEIX MammH. B BHPTYaJbHOI 1af0paTopuu aHalusa 3alHIIeHHOCTH
pacTpernieNeHHbIX HH(OPMAIMOHHBIX CHCTEM 11O HeoOXOMUMOCTH MOI'YT OBITH Pa3sBEpPHYTHL 10-
MOIHATEIBHBIE TIOIIA KU U1 paboThl.

Web For Pentester I
http://192.168.249.76/

Web For Pentester I
http://192.168.249.77/
DVWA
http://192.168.249.103/dvwa
Metasploitable
http://192.168.249.104/
Beebox
http://192.168.249.106/

Kypcosan paboma
Pazoen 1

3ajanus Aa BeONHeHHsS KP 1pecTaBleHbl B COOTBETCTBYIOMIEM MOJyJIC Ha NOpTale
JIO kypc «AHaiu3 3allHIICHHOCTH DPacIpeNCIeHHBIX HH(OPMAIHOHHEIX CHCTEM» B Pas/ieye
«Vtorosas pab6oray. Heo6xomumo JUIs JaHHBIX BHPTYAIBHBEIX MAIIMH DEATH30BaTh COOTBET-



CTBYIOIIHE ysA3BHMOCTH Ha BCEX YPOBHSIX CJIOMKHOCTH.

Web For Pentester [
Homep ma- | Director | File Code Comman | LDA | File | XML | SQL- XSS
pPBI(CTYIEHT |y includ | injectio P uploa | relate | mHBEK- | ara-
B mape) traversa | e n injection | attack | d d AR KH

1 S attack

s

1(1) + + + + +
1(2) + + + +
Web For Pentester II
Homep na- | Authorizati | Mass Randomn | Authenticati | MongoD | SQL Captc
pei(cTyaeHT | on Assignme | ess Issues | on B injectio | ha
B I1ape) nt injection | ns
2(1) + + +
2(2) + + + +
DVWA
Ho- Com | File | SQ [SQ [XS |CS |Java | Brut | C | Fil | Insec We | XS | XSS
Mep man | Incl | L L S P |Scri |efor | S |e |ure |ak [S |(Refl
ma- d | usio | Inje | Inje | (St | By |pt ce R | Up | CAP | Ses | (D | ected
pui(ct | Inje | n |ctio |ctio |ore | pas F |loa | TCH |sio |O |)
yaeHT | ctio n n d) |s d |A n | M)
B Ma- n (Bli ID
pe) nd) S
3(1) + + + + + + |+
3(2) + + [+ |+ + + |+
Metasploitable
Ho- |[Inj |Bro- |Inse | Cr | Securit | X | Inse Fai | Unv | Mutilli | Mutillidae_Insu
Mmep | ecti | ken cure | 0ss |y S | cure | lur | alida | dae_Cr | fficientTranspor
na- on | Au- Dire | Sit | Miscon | S | Dire |e |ted | ypto tLayer
pei(er then- | ct e | figurati ct to | Redi
YIEHT ti- Obj |Re |on Obj |Re | rects
B IIa- cation | ect | qu ect |stri | and
pe) and Refe | est Refe | ct | Forw

Ses- | renc | For renc | U | ards

sion | es ger es RL

Man- y Ac

age- ces

ment S
40 [+ |+ + ¥ |+
4(2) + |+ + |+ + +
Beebox
Homep |Injec | X | Bro | SensitiveData | Miss- SecurityMisco | Cros | Using | Unvali
na- tion |S |ken | Exposure ing nfiguration s- Known | dated




pai(cTyn S | Aut Func- Site | Vulner | Redire
€HT B h tional Req | able cts &
nape) Level uest | Compo | Forwar
Ac- Forg | nents ds
cess ery
Con-
trol
5(1) + + |+ + +
5(2) + + + +

BBIIOHUTE OTYET O HpojenaHHoil pabore. OdopmieHue J0DKHO OBITH BBITONHEHO B COOTBET-
creuu ¢ PJI ®TBOY BO «KHAI'Y» «TekcToBble CTYICHYCCKHE paborsl. IIpaBuna ogopmie-

HUA.

Pazoen 2

3aanus s BhonHerHs KP npecTaBieHE! B COOTBETCTBYIONIEM MOJYJE Ha IIOpTae
IO xype «AHAIH3 3alIMIIEHHOCTH PACTIPEIeICHHBIX HH(OPMALEOHHEIX CHCTEM» B paszene
«Wrorosas paboTay.
Heo6X0auMO /U1l AHHBIX BEPTYAIbHBIX MAIIMH pearu30BaTh COOTBETCTBYIOMHE yA3BH-
MOCTH Ha BCEX YPOBHSX CJIOMKHOCTH.

Web For Pentester I
Homep ma- | Director | File Code Comman | LDA | File | XML | SQL- XSS
pei(cTyAEHT |y includ | injectio | d P uploa | relate | uHbEK- | aTa-
B mape) traversa | e n injection | attack | d d IHH KA

1 s attack

s

2(1) + + + +
2(2) + + + + +
Web For Pentester II
Homep ma- | Authorizati | Mass Randomn | Authenticati | MongoD | SQL Captc
peI(CTYOEHT | on Assignme | ess Issues | on B injectio | ha
B mape) nt injection | ns
1(1) + + + +
12) ¥ + +
DVWA
Ho- Com | File [ SQ [SQ | XS [CS |Java | Brut | C |Fil | Insec We | XS | XSS
Mep man | Incl | L L S P |Scri |efor | S |e ure |ak |S | (Refl
ma- d | usio | Inje | Inje | (St | By | pt ce R | Up | CAP | Ses | (D | ected
pei(er | Inmje | n | ctio |ctio |ore | pas F |loa | TCH |sio |O |)
ymeHt | ctio n n d |s d |A n | M)
B Ia- n (Bli ID
pe) nd) s
5(1) + + |+ |+ + |+ |+
5(2) + + + + + |+ |+

Metasploitable




Flo- Inj |Bro- |Inse |Cr Securit | X | Inse | Fai | Unv | Mutilli Mutillidae_Insu
mep | ecti | ken cure | 0ss |y S | cure | lur | alida | dae_Cr | fficientTranspor
ma- on | Au- Dire | Sit | Miscon | S | Dire e |ted |ypto tLayer
poi(cT then- | ct e | figurati ct to | Redi
yAEHT ti- Obj |Re |on Obj | Re |rects
B IIa- cation |ect |qu ect |stri |and
pe) and Refe | est Refe | ct | Forw
Ses- |renc | For renc | U | ards
sion |es ger es RL
Man- y Ac
age- ces
ment S
3(1) T+ |+ |+ +
32 |+ + + + |+
Beebox
Homep | Injec | X | Bro SensitiveData | Miss- | SecurityMisco | Cros | Using Unvali
na- tion |S |ken |Exposure ing nfiguration s- Known | dated
phI(CTY A S | Aut Func- Site | Vulner | Redire
eHT B h tional Req | able cts &
nape) Level uest | Compo | Forwar
Ac- Forg | nents ds
cess ery
Con-
trol
4(1) + + 4+ +
4(2) + + |+ + -

BhIMOAHAT OTYET O HPOJIEIaHHON pa

Gore. OdopmieHre JO/IKHO ObITH BEIMOJHEHO B COOTBET-

creuu ¢ PJII ®T'BOY BO «KHAT'Y» «TexcroBbie CTYICHICCKHC pa6otsL. IIpaBuna opopmme-

ausy. Onucate MeXaHu3Mbl 3allMThL KOTOPBIE MOXKHO MPUMEHUTE I 3aKpBITHA JaHHBIX yAa3-

BUMOCTEI.




Jluer perucrpaunn usmenennii k PIL/I

Homep npotokosia 3aceanus kadenpel, Tedmmtdang HOHGHH%
Jlata yTBep K ICHHSI H3MEHEHUS CTpamm paspaboTHita
W3MEHEHHS
12.10.2021 npoToxomn Ne2. 1
BocmirarensHas paboTta 00ydaromuxcs.
OcuoBanue: Pedepanvuwiii 3akon om 31.07.2020
N 304-D3 "0 enecenuu usmenenuu 6 Pedepann-
nuiti 3akon "06 obpasosanuu 6 Poccutickoit Pede-
payuu'' no sonpocam eocnumanusi 06y4arouuxca’
12.10.2021 npoToxomn Ne2, 1

ITpakTrdeckas MTOATOTOBKA 00YJAIOLIIHXCS.
Ocuosanue: [lpukaz Munucmepemea Hayku u
svicuie2o obpazosanus Poccutickoti Dedepayuu,
Munucmepemea npoceewenus Poccuiickoii @ede-
payuu om 05.08.2020 2. Ne 8§85/390 "O npaxmuye-
ckoti nodzomoeske obyyaiouuxca"




